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cause the product to deviate from published specifications. Current characterized errata are available on
request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing
your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel
literature, may be obtained by calling 1-800-548-4725, or go to: http://www.intel.com/design/literature.htm%20

Intel® vPro™ Technology is sophisticated and requires setup and activation. Availability of features and
results will depend upon the setup and configuration of your hardware, software and IT environment. To learn
more visit: http://www.intel.com/technology/vpro.

Intel® Active Management Technology (Intel® AMT) requires activation and a system with a corporate network
connection, an Intel® AMT-enabled chipset, network hardware and software. For notebooks, Intel AMT may
be unavailable or limited over a host OS-based VPN, when connecting wirelessly, on battery power, sleeping,
hibernating or powered off. Your results are dependent upon hardware, setup and configuration. For more
information, visit Intel® Active Management Technology.

Intel, the Intel logo, Intel® AMT, and Intel® vPro are trademarks of Intel Corporation in the U.S. and/or other
countries.

*QOther names and brands may be claimed as the property of others.
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Intel® Active Management Technology (Intel® AMT) must be setup and configured
before you can use the remote manageability and security features. One method is to
install Intel Setup and Configuration Software (Intel SCS) and then use remote
configuration. Remote configuration uses Transport Layer Security (TLS) between the
Intel SCS Remote Configuration Server and the remote PCs with Intel AMT firmware.
The Intel AMT firmware is pre-loaded with TLS certificate thumbprints from six
different certificate vendors so all you need to do is install a third-party certificate on
the Remote Configuration Server. This document includes step-by-step instructions on
how to purchase and install an Entrust* certificate that will match the pre-installed
Entrust* thumbprint and allow you to use remote configuration and maintenance using
Intel SCS.

Document Scope

This document does not include specific steps to install the Entrust certificate on other
management consoles. For consoles that do not use Intel SCS 8, please refer to the
vendor’s documentation for installing the certificate. The steps used to purchase the
certificate are the same for all management consoles.

Supported Intel® AMT Versions

The Entrust* certificates are supported in the following versions of Intel AMT:
e 7.0 and later

Intended Audience

This document is intended for Information Technology (IT) professionals who will be
purchasing and installing the TLS certificates.

Readers should have a basic understanding of their IT infrastructure, especially
Microsoft* Internet Information Service, the Microsoft Management Console, and a
basic familiarity with TLS certificates.

Prerequisites

The Intel SCS User Guide provides information on the prerequisites for using the
remote configuration service. Before starting this process, you should have the
following:
1. Intel SCS Remote Configuration Service installed on a supported Microsoft*
operating system
2. One or more domain names for your network (Microsoft* Workgroups are not
supported)
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3. Microsoft* Internet Information Service (IIS) running on the server that is
hosting the remote configuration service
4. Account permissions to install the certificate
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2 Create a Certificate Signing Request

The following instructions were captured using Microsoft* Internet Information Services
(I1IS) for Windows* Server 2008 R2.

To create a Certificate Signing Request (CSR), do the following:

1. On your Intel SCS remote configuration server, open Programs->Administrative
Tools>Internet Information Services (IIS) Manager.

"'-!Elnternet Information Services (IIS) Manager - |I:I|5|
@ iQ:Q‘ [ q_:] > D D ) Remote Desktop Services 3 & a=i |@ .

A= Component Services

Fle  View Help A Computer Management

Data Sources (ODBC) _
‘ @3 sCs8 Home =

& - L | & {2 Event Viewer -
.. ' ":g Internet Information Services (1I5) 6.0 Manager
"l-:] Notepad D M——2 % Internet Information Services (II5) Manager
3 J' :"E: &, iSCSI Initiator
= Intel(R) SCS Console — = Local Seaurity Policy
- . htion Pools
BrETIEEDE ITPro Administrator @ Performance Manitor
::_-LI Security Configuration Wizard
Documents == Server Manager
@ Internet Explorer 3 iﬁ =
C L Services
q? Internet Information Services (IIS) e ‘32| Share and Storage Management
. Manager
# Storage orer
MNetwork = 20 Bxpl
System Configuration
Control Panel @ Task Scheduler

ﬂ Windows Firewall with Advanced Security
Devices and Printers (3] Windows Memory Diagnostic
E Windows PowerShell Modules
@ Windows Server Backup

Help and Support @i @i J

flanager  IIS Manager
Run.... issions Users LI

Administrative Tools

3 All Programs

I Search programs and files @J Log off >| Gﬂ_;

o & & - W
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2. In the Internet Information Services (IIS) Manager, open the Server
Certificate icon.

E Internet Information Services (IIS) Manager _ 1ol x|
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3. Choose Create Certificate Request... from the Actions menu.

'.’«'Elnternet Information Services (IIS) Manager - | Ellil
@54 [@j>scss> | & @ -
File  View Help
w @) Server Certificates
&,' (| l l &, k Import...
%3 Start Page "
i a; ; ; Use this feature to request and manage certificates that the Web Create Certificate Request...
= JEE IR D s server can use with Web sites configured for 550 ;
[} Application Pools ' Complete Certificate Request...
B[] Sites e | issued To Create Domain Certificate. ..
WMSwc-5C58
scs8.vprodemo.com sc58.vprodemo.com Create Self-Signed Certificate...
'@' Help
Online Help
0 i
E Features View | \E_ Content View
Ready aﬂ:i

4. Fill-in the Distinguished Name Properties form:

° Common Name: The common name or CN, for standard certificates, is
the RCS server hostname plus a domain suffix. To determine if the
certificate is valid, the client compares the domain portion of the Common
Name to the value returned by DHCP option 15, or, if set, to the Secure
DNS Suffix or Provisioning Server FQDN value set in the client’s MEBX. For
help in understanding the rules for determining if the two values match,
and support for 2" and 3™ level domains in each version of Intel AMT,
refer to the Domain Suffix Guide for Intel® AMT Remote Configuration
Process. If you are purchasing a wildcard certificate then you can use one
certificate to span different branches in the domain forest. For wildcard
certificates, use an asterisk followed by a domain suffix in the CN.

Example 1 (CN=RCS Server FQDN):

In this example, assume that the DHCP Option 15 has been set to
“vprodemo.com,” and that you did not set the Secure DNS Suffix or the
Provision Server FQDN values in the client’'s MEBX.

Then, if your Remote Configuration Service (RCS) is running on
SCS8.vprodemo.com, set CN=SCS8.vprodemo.com.


http://communities.intel.com/docs/DOC-4903
http://communities.intel.com/docs/DOC-4903
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You can verify the DHCP Option 15 setting by running the SCSDiscovery
utility (provided with Intel Setup and Configuration Software) on the client.
The DHCP Option 15 setting is called the OSSpecificDNSSuffix.

Example 2 (CN=RCS server host with client DNS Suffix)

In this example, the DHCP option 15 value has been set to “vprodemo.edu”
for the environment. If your Remote Configuration Service is running on
myRCS.vprodemo.com, set the certificate CN=myRCS.vprodemo.edu.

e Organization: The name of the organization that is requesting the
certificate and owns the domain

e Organizational Unit: Intel(R) Client Setup Certificate

Verify that the OU field is set to exactly “Intel(R) Client Setup Certificate”
without the quote marks.

e City: The requesting organization’s city

e State: The requesting organization’s state

e Country: The requesting organization’s country code

ol

Distinguished Name Properties

Spedfy the required information for the certificate. Statefprovince and City locality must be spedfied
as offidal names and they cannot contain abbreviations.

Common name: ISCSS.vpdeemD.cDm

Organization: |Inte| Corporation

Organizational unit: Im

City flocality |santa Clara

State fprovince: |california

Country/region: ILIS j

Previous | Mext I Frish Cancel

Choose Next.
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5. Leave the Cryptographic Service Provider set to Microsoft RSA SChannel
Cryptographic Provider and select 2048 as your key Bit length. Choose
Next.

Request Certificate il

gl¥

Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance,

Cryptographic service provider:

IMin’nsof‘t RSA SChannel Cryptographic Provider j
Bit length:

2096 M

Previous | Mext I Eimish Cancel
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6. Choose the "...” button to select a location. Enter a file name to store the
certificate request and then choose submit. Click Finish.

'? File Name

gl

Spedify the file name for the certificate request. This information can be sent to a certification
autharity for signing.

Specify a file name for the certificate request:
IC: \certs\Entrust_vPro_CSR| |

Previous | ext | Finish I Cancel |

7. This file, Entrust_vPro_CSR in our example, will be used to submit your request
to Entrust for an Intel AMT Setup and Configuration certificate. You can open
the file in Notepad to view encrypted certificate request.

| o o
‘G(ijv ‘ ~ Computer ~ Local Disk (C:) = certs - ml Search certs

File Edit View Tools Help

Organize * | Open MNew folder - m @
¢ Favorites 2] Name ~ | Date modified | Type | |
Bl Desktop

& Dawrloads B Entrust_vPro_CSR - Notepad _ (o] %]

=i Recent Places File Edit Format View Help
————— BEGIN NEW CERTIFICATE REQUEST-----

7 Libraries MIIDTJCCAVMCAQAWGZWXCZAIBONVBAYTATVTMRMWEQYDVQQIDAPDYWXpZm3ybm1 h
%] Documents MRQWEQYDVQQHDAT TYWS0YSBDbGFYYTEaMBGGALUEC gWRSW S 0ZWwgQ2 9y cGIyYXRp
W b24 xKjADBgNVBASMIUTudGYsKFIpIENS aWVudCBTZXR1CCEDZX10awZpy2FOZTEA
@/ Music MBGGAL UEAWMWRUONTOC52CHI vzsvtbys_r' b20wgZ 8wDQY JKoZ ThvCNAQEBBQADG YDA
=] Pictures MIGIAOGBAIQUY3HEpUXUKFILIWERPd4gTmursdyuvckjzvawgc1x6awumpyiswehf

ou/gshx7d3+v/eEzmINXzolpvhIZHOL 8+dF 164RFO+AMK] IZ SzhyC4AHWeZ RX VU
H videos 4L7Ic7vIBT+IP1Gh3mCTOSKmMvZICYT+PJZ1AtWHY 2/ 0PpL+AaAhpAgMBAAGGYgGr
MEOGCT SGAQQBG] CNAGMXDBYKN14xLjc2MDEUM jBHBgkr BQEEAYI3IFRQXOjAJAQEF
- DBFTQ1M4LnZwemIkZiWlvLmNvbQwTV] BSTORFTUICcaXRwemOhzGlpbgwl SW5TdELN
I Computer 157 eGUWCYYKKWYBBAGCNWOCA]FKMGICAQE eWgBNAGKAYWBYAGBACWBVAGYAJAAD
&L, Local Disk (C:) AFIAUWBBACAAUWBDAGQAYQBUAGE AZQBSACAAQWBYAHKACABDAGBAZWBYAGEACABO
AGKAYWAGAF AACGBVAHYARQEKAGUACGMBADC BZzwYJKoZIhveNAQKOMYHBMIGHMAL G
A].UdDwEB,f'hQEAwIEBDATBgNVHSUEDDAKBE gr EgEFBQCDATE4Bgkghk1GOwW0BCQSEE
inetpub azBpMA4GCCGGSTh3DQMCAGIAGDAOBGGGhk] GOWODBATCATAWCWYIYIZ IAWUDBAEQ
perfLogs MASGCWCGSAF 1 AwQBLTALBQ 1 ghkgBZQMEAQIWCWYIYIZ IAWUDBAEFMACGBSS0AWIH
: g T |MA0GCCQGSIb3DOMHMEOGALLADGOWBBRgYIDAVUYI /Oq+kkexcK /OXT] ITTANBgky
. PortQryvz hk1G9wOEAQUF AAOBGQCCBSEOT 2bupSXpIT/R2XEVaDE 5Z09hCTXF /6+cfVOvPgh0 —
Program Files R7dOTQOUHGr b0t /+166KZwW+p,/aBGETIs7FRMjWoTOAKE j1hZAvuCnc9cENc /k4In
y JAPW3yIGqILDsDzoCdlSeur USRhx Tnx4yHPRr1UykbwwBFaeE 1TFI1fvbl /H23cqQ== »
Program Files (& ;I ay

certs

. ProgramData
23 Public
Users LI
Entrust_vPro_CSR Date modified: 10/5/2012 10:28 AM Date created: 10/5/2012 10:29 AM
File Size: 1.30 KB
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Send the Certificate Request to Entrust*

Go to the Entrust* web site: http://www.entrust.net/

Intel® vPro™ Technology is supported on the following Entrust SSL certificates:
e Advantage SSL Certificates

e UC Multi-Domain SSL Certificates

e Wildcard SSL Certificates

For this example, we will use Advantage SSL Certificates. From the
Advantage SSL Certificates panel, choose Buy Now.

E III'I‘I SECURITY

‘e <%’
el

e0000O

&
> Why Entrust > Products > Support > Partners > About Us > My Account . l A M
Chat Phone Blog Email

= Personal Secure Email

Go Wild!

New Wildcard SSL Certificates

EV Muiti-Domain UC Muiti-Domain Advantage SSL Certificates | . o @ e
S5L Certificates $5L Certificates From : i
> Code Signing Certificates

From From $ 1 86-‘y‘ear Lo Mbova = Adobe CDS Signing

8 Certificates
$ 72 5/ year ¢ $ 373, o $ 249, e Standard SSL Certificates ~ ~ C*7cate Hanagement

From :
m Learn More - m = Certificate Discovery
~ m Learn More m Learn More 1 55
Iyear  Learn More

From

Entrust Withdraws from CAB Forum =Leam > Whatis SHA-2?
= Elliptic curve cryptagraphy (ECC)
> How Does S3L Work?
WUICK LINKS > What is Extended Validation?
> What s a Site Seal?
= WebTrust for Cerification Authorities (CAs) Seal of
Assurance
Easily sign ECC keys via Entrust's proven RSA 2048-bit root for better performance and e e > Entrust S5L Knowledge Base
greater security. > Learn mare

CABrowser Forum's Mandated Royalty-Free Intellectual Property Policy Change
Requires Entrust to Withdraw from Organization it Co-Founded. > Learn More

Now Available — ECC Hybrid SSL Certificates

Certification
Authorities

>Blog > Twiter >SiteMap > MisuseForm =CPS > Privacy Policy > Legal Securing Dightol Ideniities
& Informotion

@ Copyright 2012 Entrust®, Inc. All rights reserved.
Deloitte.

Entrust - Three Lincoln Centre - 5430 LBJ Freeway, Suite 1250 - Dallas Texas USA 75240
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3. From the Quote Order menu, confirm Advantage SSL is chosen and choose
Buy Now.

ustcom B877-6614

> Why Entrust > Products > Support > Partners > About Us > My Account

® o B s
Quote Order
Are you buying for a server outside of U.S., Great Britain or Canada? [~ 2 Promotional Code/Purchase Code 2
Renew New Certificate Certificate
Type Lifetime Quantity Description Certificate Price Management
Price Service Price

= Includes 2 domains
Advantage S5L E| 1Year E| 1 = Server and client authentication support $232.00 $239.00 $209.00
= Unlimited re-issues

Buy More Total Price §232.00 $239.00 $209.00

renow tow Il ooy o [

2

Purchasing multiple SSL certificates?

Save money. Increase efficiency. Roliover for more %)

Certification
Authorities
> Site Map > Misuse Form > CPS > Privacy Policy > Legal
® Copyright 2012 Entrust®, Inc. All rights reserved.
Deloitte.

Entrust - Three Lincoln Centre - 5430 LBJ Freeway, Suite 1250 - Dallas Texas USA 75240

10
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4. At the Provide CSR menu, enter a secure passphrase and paste the CSR in the
window. The passphrase will be used later in the process.

Confirm the following:

e Lifetime of the certificate
o Certificate Type

e Desired signing algorithm

SEcURTYf PR T TR

4
> Why Entrust > Products > Support > Partners > About Us > My Account . J [
Chat Phone Blog

Sesesiiiiiigiiiniasisinns e s . e e s s
Provide CSR

Enter a passphrase for this order: ssssssss

This passphrase is required when renewing. Please keep itin a safe place.

v §Characters ¥ 1uppercase letler v 1 lower-case letter v 1 Special Character ?

Tracking 1D Type Paste Certificate Signing Request (CSR), obtained from your server. CSR FAQ

1 Certificate Lifetime: 1 Year ---—BEGIN NEW CERTIFICATE REQUEST--—- ol
MIIEJZCCA3CCAQANGZWCZATEONYBATANTMRMWEQYDVQQ ]
N IDAPDYWxpZmSybmlh =
Certificate Type Advantage 55 [=] MRQWEGYDVQQHDALTYW50YSEDbGFy Y TEaMBaGA 1LECGWRS
WS0ZWngQ29ycEIy YRR
Jgni thm: b 24xKjAGBGNVBASMILILAGYSKFIPTENSaWVUACET ZXR 1cCHDZX
Signing Algorithm SHAL E| FitnE e i
MBgGA LEAWWRIONTOCS 2cHIvZGVthy 5 20wggEMAIGCSG
G5Tb3DQEBAQUAASTE
DwAwqEKACTBAQDYaG7hkG7b S IM 10EMUWFmpcM haNdIve ™

You will be allowed to enter extra domains (SubjectAltNames) on the next screen
Cancel Order

Certification
Authorities

/4

(Wettrust
-

Deloitte

> Blog > Twitter > Site Map > Misuse Form > CPS > Privacy Policy > Legal

Copyright 2012 Entrust®, Inc. All rights reserved

Entrust - Three Lincoln Centre - 5430 LBJ Freeway, Suite 1250 - Dallas Texas USA 75240

Click Next.

11
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5. Verify that the CSR fields are correct.

> ContattUs toom 53374740642 ¢
g —

> Advanced Search

SECURITY

R
> Why Entrust > Products > Support > Parthers > About Us > My Account . J ¥ =
Chat Phone Blog Email

Provide CSR

Certificate Type CSR Content

1 1 Year Advantage SSL SCE8vprodemo.com Valid
UserDN=cn=8CS8.yvprademo.com, ou=Intel(R) Client Setup Certificate, o=Intel Corporation, |=Santa Clara, st=California, | Replace
c=Us
Domain(s)

Include All Remove All
SCS8vprodemo.com | Default | $0.00

Add a new domain

previous [l ext |

Cancel Order

Certification

Authorities
WeliTrust
> Blog vitter > Site Map > Misuse Form > CPS > Privacy Policy > Legal i
© Copyright 2012 Entrust®, Inc. All rights reserved

Deloitte

Entrust - Three Lincoln Centre - 5430 LBJ Freeway, Suite 1250 - Dallas Texas USA 75240

Choose Next.

12
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6. At the Provide Contact menu, enter the contact information for Billing,
Authorization, and Technical.

= Why Entrust * Products * Support = Partners = About Us # My Account - J ’
Chat Phone Blog

Returning Customer?

Enter an email sddress and passphrase from 3 previows order and =-populate the contact informat W
Contact Information
#| Billing Contact Linda Hamries Reesquired [ edit | [ remove ]
Authorization Gontact Minh Pham Required edit =mave

different contacts for the authorization and technical contacts.

The information that you provide to Entrust in this form will be used to notify you of Entrest products and services that we think may be of interest to you.

If you do not want to receive such information please check this box. 7
Previous

Cenification
Autharities

- LY

Enfrust

cPs Priasy Polk Legal r r
- -Sbwmrt

Deloitte.

Enfnust - Thres Lincoln Centre - 5430 LBJ Fresway, Sule 1250 - Dallss Texas USA 75240

Choose Next.

13
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7. At the Verify/Edit menu, confirm all information are correct.

oy £ LI > Comad Us | SEmstoom s77-s51-800 1 R >00

S secormy (P T

¥
y Entrust = Products = Supp = Partners > About Us = My ount . ) E s

Chat Phone Blog Email

Varitp/Edit

The Authorization Contact is the default view. If you wish to view the other contacts please select the "Review” link.

= Billing Contact Linda Harries Required [ [ edit
= Authorization Contact Minh Pham Required [ rev [ =dit
+# Technical Contact John Gardner Required [ [ edit

Authorization Contact

First Name Minh
Lot —
Title/Position wPro Support

Email Address

Phone Number

Company Name Intel Corporation

Address (204 Mission College Bl

City/Town ‘Santa Clara

Country United Ststes &

State/Province Caffomiz [

Zip/Postal Code 25054

Cortificats |~ Type SR Content

! 1 ear Advantage S50 SC58. vprodems. com [

C58. wprodemo.com, ow=Intel{R) Client Sstup Certificate o=Intel Corporation, I=Santa Clara,

e=S

Domainfs)

SCEE. vprodemo.com

Subscription Agreement(s)

Eriruzt Certificate Semvioss Sutzaristion Agresmant

1 »

Altertion- e carefully: Uis Eninst Certificat= Service Sulmcription Agremment ("Agreemert) is a legal contrart Irtween Hie Sulmeritir and ninet. Sefore contiming, feme
Carmtuily remd tis agre=ment and the 7S, =z smended from time to Gime, wiich i incorparated inta s Agresment and wiich collective’y cortain te tems and condtions
under witich you ane acquiing 2 Emited night b uze the Services,

The individsl s hicks on e “scoast” ioon bebow or saibmits an spgcstion for Cetificets Servicss, remrevenis and warrarte: (1) you fisve tie begel stfiorily Bo bind the
Sutmeriter b the terms and condtions of iz Agre=ment and inchding e 095 (5) Submcriter i begally Bound By the terms of His Agreement. If you do not agres b the terms
= comitions of iz Agremmert, chick on the “ecine” i below =nd ds ot continue the spdication Frosese.

By proceeding to the next step; | have read, understood and acoept the Subscription Agreement. -
Previous

Choose Next.

14
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8. Fill in the appropriate payment information and then choose Process Order.

= Why Entrust > Products = = Partners = About Us = My Account

Provide Pagment

uantity Typs Linit Prics Total
1 Year Advantage SSL $235.00 $235.00
Subtotal 323200
GET 3000
PET 5000
Total Prics 3230000

Entrust Limited

1000 Innovation Drive Ottawa, Ontario, Canada K2K JET
Phone: 1-877-368-T4830 or 1-613-270-376
Faze: 1-577-833-25380Q) or 1-613-270-32604) Ema

Payment Method

Card Type: Saimct = crmtl card [ ]

Card #

Expiry: w[]  20z[]

Dioes the Billing Address of this card match the Billing Contact for the order? © Yes € Mo
How Did You Hear About Us? | [ Pleas= Sei=ct | =

Previous Process Order

Cenification
Authorities
' 1 7
Enfrust:
Blog Twiner Ehe Man crs Priacy Palig Legal y £l /
g 5 & T e Ty
D Cogyright 2012 Entruste, Inc. All rights resensed o

Deloitte.

Entrust - Three Linooln Centre - 5430 LBJ Freewsy, Sule 1250 - Daltas Texs USA 75240

15
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9. From the Process Order menu, you will see the order number.

Securely store the order number along with the passphrase you supplied during
the online enrollment process. Verification of the order will take 3 to 5 business
days, after which time you will then be sent instructions for picking up and
installing your Advantage SSL Certificate(s).

If you wish to know the status of your order at any time simply enter your
order number into the form at:

http://www.entrust.net/customer/tracking form.cfm

> Why Entrust > Products > Support > Partners > About Us > My Account

Process Order

Thank you for your order

Your order number is: 12165084

Upon successful validation of your request you will be sent instructions for picking up and installing your Certificate(s)
Order Tracking

You can monitor the progress of your order by visiting order tracking and typing in your order number.

Return to Entrust Certificate Services

Certification
X Authoritios
‘\
RED,. |
AL /
£ L1 [
bl PR | WonTrust
4 s \
>Blog >Twiter > Site Ma > Misuse Form > CPS > Privacy Policy > Legal S - _/
9 P ¥ Policy 9 R .4
S
® Copyright 2012 Entrust®, Inc. All rights reserved.
Deloitte.

Entrust - Three Lincoln Centre - 5430 LBJ Freeway, Suite 1250 - Dalas Texas USA 75240
-
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10. A confirmation email is sent to the authorized contact. The authorized person is
presented with a link to approve the consent form. Once approved, the process

continues to the next phase: checking the Domain name, Corporation, and Final
Phone Call.

tactls ‘! Lcom  BE6-267-G207= ¢

I3 §
Adveniced Search

&
> Why Entrust > Products > Suppot > Partners > AboutUs > My Account . I E

Chat  Phone Blog

Authorization Form for Entrust 55L Certificate

Thank you for completing this form.

Certification
Authorities

Enfrust (G
>Blog > Twiter Stte Map > Misuse Form > CPS > Privacy Policy Legal Securing Digital Identities /
& Informstion

® Copyright 2012 Entrust®, Inc. All rights reserved
Deloitte.

Entrust - Three Lincoln Centre - 5430 LBJ Freeway, Suite 1250 - Dallas Texas USA 75240
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11.0Once the security verification process has been completed, a link to the

certificate download page is provided with installation steps.

From the drop down list, select server type (IIS7 in our example), and then
choose Next.

Order ID: 12165084

> ServerCertificate > EnfrustSite Seal > Certificate Verification

By stepping through this installation wizard, you will find your Entrust SSL certificate, the Entrust rootichain certificate(s) and the HTML code necessary to display the Entrust site seal
on the web site protected by this certificate.

By installing these cerificates onto your server, you will be able to provide seamless secure access to your site

Please follow each step carefully to ensure that you have installed your certificate correctly.

Installation Selection

Select Certificate | SCS8.vprodemo.com (153848 v

Select Benar Type: [ Hicrosoft 157




Purchasing Entrust* Certificates for Intel® AMT Remote Setup and Configuration

12.From the Root Certificate menu, copy and paste the Root Certificate that is
displayed into a text file. Save it as a .cer file. In this example, we named the
file “Server_Certificate.cer”.

Installation Steps Order ID: 12165084  Tracking ID: 152848

Installing Domain Name: prodemo.com  Server Type: Mi

Installation Selection > RootCerfificate > ChainCertificate = > ServerCertificate = > EnfrustSite Seal > Certificate Verification

Instructions Root Certificate

—BEGIN CERTIFICATE-
M\\EKjDDAxKgAwIBAg\EDGPE+DANngqhkiG9w0EIA
UFADCBtDEUMBIGATUEChMLRWS0cnvVzdCS5u

1. Aroot certificate is likely already installed on the server. If so, double check that it matches the one listed here.

2. Copy the information from right or use button(s) to the right to create text file(s) on your hard drive

Root Cert File

BCULTER Next >

FAQ - PrintFAQ
How is the Trusted Root Certificate installed on a Microsoft server? -
Question: EI

How is the Trusted Root Certificate installed on Microsoft server?
NOTE: These instructions apply to the following server types:

Microsoft IS 6

Microsoft IIS 7

Microsoft Exchange 2007 (Windows Server 2008)
Microsoft Exchange 2010

Microsoft Office Communications Server 2010
Microsoft Lync 2010

Microsoft ISA

Microsoft Forefront TMG

< m ]+

B CULTERE Next >

Choose Next.

19
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13. From the Chain Certificates menu, copy and paste the Chain Certificate that

is displayed into a text file. Save it as a .cer file. In this example, we named the

file “"Chain_Certificate.cer”.

- Installation Steps

s
ﬂH“[ e

4 v

Installation Selecion > RootCertificate > = Chain Certificate

Instructions

1. Both a chain root and a chain cerificate are being provided. Please note that both are needed

FAQ

Order ID: 12165084

Installing Domain Name

> Server Certificate

> Entrust Site Seal

—BEGIN CERTIFICATE—
MIESTCCA929AWIBAgIETAGMOTANBgkghkiGOw0BAQH]
UFADCBIDEUMBIGATUECHhML
RWS0cnVzdCouZXQxQDA+BoNVBASUN3d3dy5IbnRy
dXMNOLmSIdCIDUFNMJADOCBp
bmivenAulGJ5IHIZidgKGxpbWI0cyBs aWFiLike TAJB]
gNVBASTHChjKSAXOTKS
IEVudHJ1 e3QubmV0IExpbWIOZWQxMzAxBgNVBAM THERS

Chain Cert File

Tracking ID: 153848

Server Type: Micro S7
= (Change)

> Certificate Verification

< Previous {11

= Print FAQ

How is the Chain Certificate installed on Microsoft IS 77
Question:
How is the Chain Certificate installed on Microsoft I1S 77

Microsoft IIS 7

Microsoft Exchange 2007 (Windows Server 2008)
Microsoft Exchange 2010

Microsoft Office Communications Server 2010
Microsoft Lync 2010

Microsoft Forefront TMG

Answer:

Choose Next.

NOTE: These mstructions apply to the following server tvpes:

-

=

<Previous [
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14.From the Server Certificates menu, copy the Server Certificate that is
displayed and then paste it into a text file. Save it as a .cer file. In this
example, we named the file “Server_Certificate.cer”.

Installation Steps Order ID: 12165084  Tracking ID: 153848

Installing Domain Name vprodemo.com  Server Type: Microsoft Il

= (Change)

v v v

Installation Selection > RootCertificate > Chain Certificate > ' ServerCertificate > EntrustSite Seal > Certificate Verification

Instructions Server Certificate

1. Your server certificate can be found in the box on the right. —BEGIN CERTIFICATE—

2. Copy the information from right or use button(s) to the right to create text file(s) on your hard drive

Server Cert File

B CUTEN Next >

FAQ = Print FAQ

How is the Server Certificate installed on [1S 72 -
E
Question:

How is the Server Certificate installed on IIS 77

Answer:
After you receive the secure certificate pickup link from Entrust, follow the instructions below to install your new certificate in IIS 7 and bind
your new certificate with the Web site to be secured.

To install the SSL certificate in IIS 7:

1. Pick up your Entrust Certificate through the secure pickup link that is sent to you. Copy and paste the certificate that is displayed into a
text file.

The certificate should look like this:

MITETTCCAZHEAWIBAZTESy Dy I ANBekghkiGoWeBAQUFADCBSTELMAKGATUE

BN Next >

Choose Next.
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15. (Optional) Complete the next two steps, if desired:
e Entrust Site Seal
e Certificate Verification

22
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4 Prepare the Certificate

1. In Internet Information Services (IIS) Manager, select the Complete Certificate
Request on the Actions menu.

151
@_@ EIESE | e

Fle View Help

@ Server Certificates
Qs' H l l& Import...
= Start Page B
E| qa 5C58 (VPRODEMOtproadmin) Use this feature to request and manage certificates that the Web server can use with Web sites Create Certificate Request...
configured for 35L. "
Complete Certificate Request. ..
—~ | To | L Create Domain Certificate. ..
WMSvc-5C58 WMSvc-5C58 -
s5c58, vprodemo, com sc58.vprodemo. com DC Lvprodemo,com Create Self-Signed Certificate...
@ rep
Online Help
4
[ —

Console1 - [Console Root\Certificates - Current User\Intermediate Certification Authorities\Certific...
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2. Navigate to the Server Certificate file that was saved as Server_Certificate.cer.
Enter a Friendly name, and then choose OK.

Complete Certificate Request

C:\Users\itproadminDesktop\Entrust root and intermediate certs\Serve li

Entrust 55L|

24
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3. You will now see the Intel AMT Setup and Configuration Certificate in your Server
Certificates list. Highlight this certificate and then choose Export... in the Actions

menu.
oo
@E) |93 v scse > | @ -

File  View Help

- @) Server Certificates
&,' H l l &, = Import...
&5 Start Page !
Iél g scsa (\FIERDDEI\"I[eroadmin) Use this feature to request and manage certificates that the Web server can use with Web sites Create Certificate Request...
‘|2 Application Pools configured for S5L. Complete Certificate Request...
B8] Sites REe = I S I S Create Domain Certificate. ..
WMSvc-5C58 WMSvc-5C58
Entrust 55L 5C58. vprodemo.com Entrust Certification 2 Create Self-Signed Certificate...
scs8, vprodemo, com scs8, vprodemo. com DC1.vprodemo.com View
Export...
Renew...
K remove
@ rep
Online Help
4] | i
[ = | Features View |/ = Content View
Ready aﬂ:i

4. Choose a location to export to, and then enter a strong password. (This password
will protect the private key.) Re-enter the password to confirm the password.

Export Certificate ed |
Export to:
Imnt and intermediate certs\Entrust_SSL_wPro.pfc ... |

Password:

Confirm password:

QK I Cancel

Choose OK.
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5 Install the Certificate

This section will show you how to do the following:
e Install the root and intermediate certificates (these certificates form part of the
chain from the certificate that you purchased.
e Install the pfx certificate that you purchased
e Verify that the certificate is installed correctly

5.1 Install the Root Certificate

The first step is to import the root certificate into the Current User Root Certificate
Authorities Store of the service account for the RCS server.

1. Logon as the service account for the RCS server.
2. Double-click the Root_Certificate.cer file where you saved it. Choose Install
Certificate.

x

General IDeiﬁils I Certification Path I

g Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
* All application policies

Issued to: Entrust.net Certification Authority (2048)

Issued by: Entrust.net Certification Authority (2048)

valid from 12/ 24/ 1999 to 7/ 24/ 2029

Install Cerﬁﬁmte...l Issuer Statement |

OK |
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3. Choose Place all certificates in the following store radio button and then select
Trusted Root Certificate Authorities. Click OK then Next.

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

i~ Automatically select the certificate store based on the type of certificate

% Place all certificates in the following store

Select Certificate Store | —
Browse... |

Select the certificate store you want to use,

+~{_| Personal -
Sl Trusted Root Certification Authorities
7| Enterprise Trust

| Intermediate Certification Authorities

| Active Directory User Object

L7 Trusted Publishers h
4| | »

™ Show physical stores

Ok I Cancel | Back | Mext = Cancel
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The certificate is now installed in the Trusted Root Certificate Authorities store.

= Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Ce: — |EI|5|
ﬁ File  Action View Faworites ‘Window Help | - |ﬁ' |£|
e 2 e O RSP, SENERN 7
| Console Root Issued To ~ | 1ssued By | Actions
1 G Certificates - Current User [5]class 3 Public Primary Certification Autharity  Class 3 Public Primary Certif
;_l Persanal @CIass 3 Public Primary Certification Authority  Class 3 Public Primary Certifi
| T_r_UStEd F‘!DOt Certification Authorities [5lcopyright (<) 1997 Microsoft Corp. Copyright {c) 1997 Microsof More ... P
o Cerpﬁmtes [ZJoC1.vprodemo. com DC1,vprodema, com
:I Enherprl;n_e Trust feat thorit [Z]oc 1. vprodemo. com DC1.vprodemo, com W
| Intermediate Certification Autharities [Z]oC 1. vprodemo. com DC1.vprodemo, com More ... ¥

| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People

| Certificate Enrollment Requests

| Smart Card Trusted Roots

HEEHBEBKBNEMN

Entrust.net Certification Autharity
@Equifﬁx Secure Certificate Autharity
@Go Daddy Class 2 Certification Authority
|5/ GTE CyberTrust Global Root
@Mia’osof‘t Authenticode(tm) Root Authority
[ Microsoft Root Authority
[ZIMicrosoft Root Certificate Authority

[Z3INO LIABILITY ACCEPTED, (c)97 VeriSign, L...

|5 Thawte Timestamping CA
FlwMsvescss

|

Entrust.net Certification Au
Equifax Secure Certificate A
Go Daddy Class 2 Certificati
GTE CyberTrust Global Root
Microsoft Authenticode{tm)
Microsoft Root Authority
Microsoft Root Certificate Al
NO LIABILITY ACCEPTED, (¢
Thawte Timestamping CA
WMSwc-5C58

I'I'rusted Root Certification Authorities store contains 16 certificates.

5.2

Install the Chain Certificate

This step is to import the chain certificate into the Current User Intermediate Certificate
Authorities Store of the service account for the RCS server.

28
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1. Double-click the Chain_Certificate.cer file where you saved it. Choose Install
Certificate.

x

General |De13ils I Certification Path I

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

* Al issuance policies
» Al application polices

*Refer to the certification authority's statement for details.

Issued to: Entrust Certification Autharity - L1C

Issued by: Entrust.net Certification Authority (2048)

valid from 11/ 11/ 2011 te 11/ 11/ 2021

Install Cerﬁﬁmte...l | Issuer Statement I

Learn more about certificates

Ok |
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2. Choose Place all certificates in the following store radio button and then select
Intermediate Certificate Authorities. Click OK then Next.

Certificate Import Wizard |

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
{* Place all certificates in the following store

Certificate store:

Select Certificate Store | Browse. .. |

Select the certificate store you want to use.

| Trusted Root Certification Authorities
| Enterprise Trust

- | Personal -

| Active Directory User Object

LT Trusted Puhlishers x
4 | >

K I Cancel | Hack | Mext = Cancel
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The certificate is now installed in the Intermediate Certificate Authorities store.

F= Consolel - [Console Root\Certificates - Current User\Intermediate Certification Authorities\Ce — |Elli|
ﬁ File Acton View Favorites Window Help | == x|
Ll 2 ) e . e, SENENN 7 5
| Console Root Issued To = | 1ssued By | Actions
= G Certificates - Current Uiser EIDC . vprodemo. com DC1.vprodema, com Certificates &
hJ_ Personal 5IDC 1. vprodemo. com DC1.vprodemo.com
=L Trysted Root Certification Authorities QDCZ.ent.vprodemo.com FKI-ACS.vprodema.com More ... P
| Certificates DC2.ent.vprodemo.com PKI-ACS. vprodemo.com
| Enterprise Trust ol - . E—— y - n p—— Entrust Ce... &
- Entrust Certification Authority -L1C Entrust.net Certification Au
= || Intermediate Certification Authorities Mare ... B

HEEMEEBR

| Certificate Revocation List
| Certificates
| Active Directory User Object
" Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Certificate Enrollment Requests
| Smart Card Trusted Roots

QGD Daddy Secure Certification Authority
mMicrosof't Windows Hardware Compatibility
[5lPka-ACS vprodemo. com

[5,PKI-ACS. vprodemo.com

IRoot Agency
mv\'ww.verisign.comePS Incorp.by Ref. LIA..

<

Go Daddy Class 2 Certificati
Microsoft Root Authority
DC1.vprodema.com
DC1.vprodemo. com

Root Agency

Class 3 Public Primary Certifi

|Intermediate Certification Authorities store contains 11 certificates.

53

Install the pfx Certificate

Next, the pfx certificate created earlier will be installed and chained to the intermediate
certificate that you installed in the previous step. The .pfx certificate will be imported
into the Current User Personal Certificate Store.
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1. Double-click on the Entrust_SSL_vPro.pfx file where you saved it. Choose Next.

Certificate Import Wizard |

File to Import
Specdify the file you want to import.

File name:

bse\Entrust root and intermediate certs'\pfi\Entrust 551 wPro.pfx Browse. .. |

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsaft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back I Next = I Cancel |

2. Enter in the password and select Mark Key as exportable and Include all
extended properties. Choose Next.

| Certificate Import Wizard il

Password

To maintain security, the private key was protected with a passward.

Type the password for the private key.

Password:

T

[ Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option.

W Mark this key as exportable. This will allow you to badk up or transport your
keys at a later time.

¥ Indude all extended properties.

Learn more about protecting private keys

< Back I Mext = I Cancel
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3. Leave the default to place automatically in Personal certificate store. Choose

Next.

| Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

' Automatically select the certificate store based on the type of certificate
" Place all certificates in the following store

Certificate stare:

Erawse. .. |

Learn more about certificate stores

< Back I Next = I Cancel

4. Choose Finish.

Certificate Import Wizard

Completing the Certificate Import

Wizard

The certificate will be imported after you dick Finish,

E:—..:,‘;’J You have specified the following settings:

Content PFX

[l R e Automatically determined by t

File Name C:\Users\itproadmin'Desktop'y

< Back I Finish I Cancel

The certificate is now installed in the Current User Personal Certificates store.
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54 Verify the Certificate Chain

1. To verify the chain, double-click the imported certificate. In this example
SCS8.vprodemo.com issued by Entrust.

= Consolel - [Consocle Root\Certificates - Current User\Personal\Certificates]

[ Fle  Action View Favorites Window Help
oo HEl 4L XE = HIE

| Console Root Issued To =
=l Gl Certificates - Current User SCS8. vprodemo. com Entrust Certification Autharity -
= [ Personal #olscs8. vprodemo.com DC 1.vprodemo.com
| Certificates

B [ ] Trusted Root Certification Authorities
| Certificates

| Enterprise Trust

| Intermediate Certification Autharities
| Certificate Revocation List
| Certificates

| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities

| Trusted People

| Certificate Enrollment Requests

| Smart Card Trusted Roots

0o &

HEBEEBBE

Personal store contains 2 certificates.
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In the Certificate Information menu, confirm that there are no errors. Check that the

private key corresponds to the certificate. Click the Details tab.

x

General IDEEils | certification Path |

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
«1,2.840,113533.7.75.2
«2,23.1490,1.2.2

*Refer to the certification authority's statement for details.

Issued to:  SCS&,vprodemo.com
Issued by: Entrust Certification Authority - L1C

Valid from 10/ 15/ 2012 to 10/ 16/ 2013

']? You have a private key that corresponds to this certificate.

| Issuer Statement I

Ok |
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3. From the Details menu, select Subject and then verify the OU of “Intel(R) Client
Setup Certificate” is present. Click the Certificate Path tab.

x

‘General Details |Cerﬁﬁmﬁon Path I

Show: I::.ﬁ.ll:b j

Field | Value | :I

DSignature hash algorithm shal

Dlssuer Entrust Certification Authority ...

=] valid from Monday, October 15, 2012 11...

=] valid to Wednesday, October 16, 201...
Subject SC58.vprodemo.com, Intel(R) ...

=] Public key RSA (2043 Bits)

Key sage Digital Signature, Key Encpher...

Enhanced Key Usage Server Authentication (1.3.6.... ;l

CM = SC58.wprodemo. com

0L = Intel(R) Client Setup Certificate
0 = Intel Corporation

L = Dupont

5 = Washington

C=U3

Edit Properties... | Copy to File... |

Learn more about certificate details
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4. Check that the certificate is mapped to the intermediate Certificate Authorities as
shown. Double-click on the root cert Entrust Certificate Authority (2048).

|

" General I Details Certification Path I

— Certification path
Entrust.net Certification Authority (2048)

View Certificate |

Certificate status:

This certificate is OK.

Learn more about certification paths

5. Verify there are no errors with the root certificate and then click Details.

x

General |Deiails | certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):

« Al issuance polices
+ All application policies

Issued to: Entrust.net Certification Authority (2048)

Isswed by: Entrust.net Certification Authority (2043)

valid from 12 24/ 1999 to 7/ 24/ 2029

Issuer Statement |

Learn more about certificates
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6. In the Details tab, scroll down and highlight the Thumbprint field. The number
must match what is shown below.

x

General Details |Cerﬁﬁmtiur1 Path I

Show: I <All= j
Field | Value | :I
Dﬁ.-'alid to Tuesday, July 24, 2029 7:15:...
DSul:uject Entrust.net Certification Auth...
[-=|Public key RSA (2048 Bits)
@mbject Key Identifier 55e481d1 1180 be d3 33 ba..,
_,r_]h’.ey sage Certificate Signing, Offine CR...

BEasic Constraints Subject Type=CA, Path Lengt...

D'I'huml:uprint algorithm shal
Thumbgprint 50300609 1d97d4f5a

50 30 06 09 1d 97 d4 £5 ae 39 {7 cb =7 92
7d 7d 65 2d 34 31

Edit Properties. .. | Copy to File... |

Learn more about certificate details

This Intel AMT setup and configuration certificate can now be used with the Intel SCS
remote configuration service (RCS) for remote configuration and maintenance of PCs
with Intel AMT.
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Verify that it Works

To verify that the certificate works in your environment, create a test environment
with one or more Intel AMT capable PCs that have not previously been setup and
configured. Follow the instruction in the Intel SCS documentation to try Host Based

Configuration in Admin Control mode. If successful, then your certificate is installed
correctly.

If you purchased a wildcard or UCC certificate, then you should repeat the tests in the
other domains/subdomains.
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