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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO 
LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY 
RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND 
CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND 
INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF 
INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A 
PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR 
OTHER INTELLECTUAL PROPERTY RIGHT.  
 
A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or 
indirectly, in personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY 
SUCH MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS 
SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND 
EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND 
REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF 
PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION 
CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN 
THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.  
 
Intel may make changes to specifications and product descriptions at any time, without notice. Designers must 
not rely on the absence or characteristics of any features or instructions marked "reserved" or "undefined". 
Intel reserves these for future definition and shall have no responsibility whatsoever for conflicts or 
incompatibilities arising from future changes to them. The information here is subject to change without notice. 
Do not finalize a design with this information.  
 
The products described in this document may contain design defects or errors known as errata which may 
cause the product to deviate from published specifications. Current characterized errata are available on 
request.  
 
Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing 
your product order.  
 
Copies of documents which have an order number and are referenced in this document, or other Intel 
literature, may be obtained by calling 1-800-548-4725, or go to: http://www.intel.com/design/literature.htm%20 
Intel® vPro™ Technology is sophisticated and requires setup and activation. Availability of features and 
results will depend upon the setup and configuration of your hardware, software and IT environment. To learn 
more visit: http://www.intel.com/technology/vpro.  
Intel® Active Management Technology (Intel® AMT) requires activation and a system with a corporate network 
connection, an Intel® AMT-enabled chipset, network hardware and software. For notebooks, Intel AMT may 
be unavailable or limited over a host OS-based VPN, when connecting wirelessly, on battery power, sleeping, 
hibernating or powered off. Your results are dependent upon hardware, setup and configuration. For more 
information, visit Intel® Active Management Technology. 
Intel, the Intel logo, Intel® AMT, and Intel® vPro are trademarks of Intel Corporation in the U.S. and/or other 
countries. 
*Other names and brands may be claimed as the property of others. 
Microsoft Windows* operating system screenshots used with permission from Microsoft. 
Entrust* web screenshots used with permission from Entrust. 

Copyright © 2012 Intel Corporation. All rights reserved. 
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1 Preface 

Intel® Active Management Technology (Intel® AMT) must be setup and configured 
before you can use the remote manageability and security features.  One method is to 
install Intel Setup and Configuration Software (Intel SCS) and then use remote 
configuration.  Remote configuration uses Transport Layer Security (TLS) between the 
Intel SCS Remote Configuration Server and the remote PCs with Intel AMT firmware.  
The Intel AMT firmware is pre-loaded with TLS certificate thumbprints from six 
different certificate vendors so all you need to do is install a third-party certificate on 
the Remote Configuration Server. This document includes step-by-step instructions on 
how to purchase and install an Entrust* certificate that will match the pre-installed 
Entrust* thumbprint and allow you to use remote configuration and maintenance using 
Intel SCS. 

1.1 Document Scope 
This document does not include specific steps to install the Entrust certificate on other 
management consoles.  For consoles that do not use Intel SCS 8, please refer to the 
vendor’s documentation for installing the certificate.  The steps used to purchase the 
certificate are the same for all management consoles. 

1.2 Supported Intel® AMT Versions 
The Entrust* certificates are supported in the following versions of Intel AMT: 

• 7.0 and later 

1.3 Intended Audience 
This document is intended for Information Technology (IT) professionals who will be 
purchasing and installing the TLS certificates.  

Readers should have a basic understanding of their IT infrastructure, especially 
Microsoft* Internet Information Service, the Microsoft Management Console, and a 
basic familiarity with TLS certificates. 

1.4 Prerequisites 
The Intel SCS User Guide provides information on the prerequisites for using the 
remote configuration service.  Before starting this process, you should have the 
following: 

1. Intel SCS Remote Configuration Service installed on a supported Microsoft* 
operating system 

2. One or more domain names for your network (Microsoft* Workgroups are not 
supported) 



Purchasing Entrust* Certificates for Intel® AMT Remote Setup and Configuration 

2 

3. Microsoft* Internet Information Service (IIS) running on the server that is 
hosting the remote configuration service 

4. Account permissions to install the certificate 
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2 Create a Certificate Signing Request 

The following instructions were captured using Microsoft* Internet Information Services 
(IIS) for Windows* Server 2008 R2. 

To create a Certificate Signing Request (CSR), do the following: 
1. On your Intel SCS remote configuration server, open ProgramsAdministrative 

ToolsInternet Information Services (IIS) Manager. 
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2. In the Internet Information Services (IIS) Manager, open the Server 
Certificate icon. 
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3. Choose Create Certificate Request… from the Actions menu. 

 
4. Fill-in the Distinguished Name Properties form: 

• Common Name: The common name or CN, for standard certificates, is 
the RCS server hostname plus a domain suffix.  To determine if the 
certificate is valid, the client compares the domain portion of the Common 
Name to the value returned by DHCP option 15, or, if set, to the Secure 
DNS Suffix or Provisioning Server FQDN value set in the client’s MEBX.  For 
help in understanding the rules for determining if the two values match, 
and support for 2nd and 3rd level domains in each version of Intel AMT, 
refer to the Domain Suffix Guide for Intel® AMT Remote Configuration 
Process.  If you are purchasing a wildcard certificate then you can use one 
certificate to span different branches in the domain forest.  For wildcard 
certificates, use an asterisk followed by a domain suffix in the CN. 

Example 1 (CN=RCS Server FQDN): 

In this example, assume that the DHCP Option 15 has been set to 
“vprodemo.com,” and that you did not set the Secure DNS Suffix or the 
Provision Server FQDN values in the client’s MEBX. 

Then, if your Remote Configuration Service (RCS) is running on 
SCS8.vprodemo.com, set CN=SCS8.vprodemo.com.   

http://communities.intel.com/docs/DOC-4903
http://communities.intel.com/docs/DOC-4903
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You can verify the DHCP Option 15 setting by running the SCSDiscovery 
utility (provided with Intel Setup and Configuration Software) on the client. 
The DHCP Option 15 setting is called the OSSpecificDNSSuffix.   

Example 2 (CN=RCS server host with client DNS Suffix) 

In this example, the DHCP option 15 value has been set to “vprodemo.edu” 
for the environment.    If your Remote Configuration Service is running on 
myRCS.vprodemo.com, set the certificate CN=myRCS.vprodemo.edu. 

• Organization: The name of the organization that is requesting the 
certificate and owns the domain  

• Organizational Unit: Intel(R) Client Setup Certificate 

Verify that the OU field is set to exactly “Intel(R) Client Setup Certificate” 
without the quote marks. 

• City: The requesting organization’s city 
• State: The requesting organization’s state 
• Country: The requesting organization’s country code 

 
Choose Next. 
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5. Leave the Cryptographic Service Provider set to Microsoft RSA SChannel 
Cryptographic Provider and select 2048 as your key Bit length. Choose 
Next. 
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6. Choose the “…” button to select a location.  Enter a file name to store the 
certificate request and then choose submit. Click Finish. 

 
 

7. This file, Entrust_vPro_CSR in our example, will be used to submit your request 
to Entrust for an Intel AMT Setup and Configuration certificate.  You can open 
the file in Notepad to view encrypted certificate request. 
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3 Send the Certificate Request to Entrust* 

1. Go to the Entrust* web site: http://www.entrust.net/ 
2. Intel® vPro™ Technology is supported on the following Entrust SSL certificates: 

• Advantage SSL Certificates 
• UC Multi-Domain SSL Certificates 
• Wildcard SSL Certificates 

For this example, we will use Advantage SSL Certificates. From the 
Advantage SSL Certificates panel, choose Buy Now. 

 

http://www.entrust.net/
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3. From the Quote Order menu, confirm Advantage SSL is chosen and choose 
Buy Now. 
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4. At the Provide CSR menu, enter a secure passphrase and paste the CSR in the 
window.  The passphrase will be used later in the process.   

Confirm the following: 
• Lifetime of the certificate 
• Certificate Type 
• Desired signing algorithm 

 

Click Next. 
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5. Verify that the CSR fields are correct.   

 
Choose Next. 
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6. At the Provide Contact menu, enter the contact information for Billing, 
Authorization, and Technical.  

 
Choose Next. 
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7. At the Verify/Edit menu, confirm all information are correct.  

 
Choose Next. 
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8. Fill in the appropriate payment information and then choose Process Order. 
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9. From the Process Order menu, you will see the order number. 

Securely store the order number along with the passphrase you supplied during 
the online enrollment process.  Verification of the order will take 3 to 5 business 
days, after which time you will then be sent instructions for picking up and 
installing your Advantage SSL Certificate(s).  

If you wish to know the status of your order at any time simply enter your 
order number into the form at: 

http://www.entrust.net/customer/tracking_form.cfm 

 

http://www.entrust.net/customer/tracking_form.cfm?resellernum=1456154
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10. A confirmation email is sent to the authorized contact. The authorized person is 
presented with a link to approve the consent form. Once approved, the process 
continues to the next phase: checking the Domain name, Corporation, and Final 
Phone Call. 
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11. Once the security verification process has been completed, a link to the 
certificate download page is provided with installation steps. 

From the drop down list, select server type (IIS7 in our example), and then 
choose Next. 
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12. From the Root Certificate menu, copy and paste the Root Certificate that is 
displayed into a text file. Save it as a .cer file. In this example, we named the 
file “Server_Certificate.cer”. 

 
Choose Next. 
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13. From the Chain Certificates menu, copy and paste the Chain Certificate that 
is displayed into a text file. Save it as a .cer file. In this example, we named the 
file “Chain_Certificate.cer”. 

 
Choose Next. 
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14. From the Server Certificates menu, copy the Server Certificate that is 
displayed and then paste it into a text file. Save it as a .cer file. In this 
example, we named the file “Server_Certificate.cer”. 

 
Choose Next. 
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15. (Optional) Complete the next two steps, if desired:  
• Entrust Site Seal  
• Certificate Verification 
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4 Prepare the Certificate 

1. In Internet Information Services (IIS) Manager, select the Complete Certificate 
Request on the Actions menu. 
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2. Navigate to the Server Certificate file that was saved as Server_Certificate.cer.  
Enter a Friendly name, and then choose OK. 
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3. You will now see the Intel AMT Setup and Configuration Certificate in your Server 
Certificates list. Highlight this certificate and then choose Export… in the Actions 
menu. 

 
4. Choose a location to export to, and then enter a strong password.  (This password 

will protect the private key.) Re-enter the password to confirm the password. 

  
Choose OK. 
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5 Install the Certificate 

This section will show you how to do the following: 
• Install the root and intermediate certificates (these certificates form part of the 

chain from the certificate that you purchased. 
• Install the pfx certificate that you purchased 
• Verify that the certificate is installed correctly 

5.1 Install the Root Certificate 
The first step is to import the root certificate into the Current User Root Certificate 
Authorities Store of the service account for the RCS server. 

1. Logon as the service account for the RCS server.  
2. Double-click the Root_Certificate.cer file where you saved it. Choose Install 

Certificate. 
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3. Choose Place all certificates in the following store radio button and then select 
Trusted Root Certificate Authorities. Click OK then Next. 
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The certificate is now installed in the Trusted Root Certificate Authorities store. 

 

5.2 Install the Chain Certificate 
This step is to import the chain certificate into the Current User Intermediate Certificate 
Authorities Store of the service account for the RCS server. 
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1. Double-click the Chain_Certificate.cer file where you saved it. Choose Install 
Certificate. 
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2. Choose Place all certificates in the following store radio button and then select 
Intermediate Certificate Authorities. Click OK then Next. 
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The certificate is now installed in the Intermediate Certificate Authorities store. 

 

5.3 Install the pfx Certificate 
Next, the pfx certificate created earlier will be installed and chained to the intermediate 
certificate that you installed in the previous step.  The .pfx certificate will be imported 
into the Current User Personal Certificate Store. 
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1. Double-click on the Entrust_SSL_vPro.pfx file where you saved it.  Choose Next. 

 
2. Enter in the password and select Mark Key as exportable and Include all 

extended properties.  Choose Next. 
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3. Leave the default to place automatically in Personal certificate store.  Choose 
Next. 

 
4. Choose Finish. 

 
The certificate is now installed in the Current User Personal Certificates store.  
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5.4 Verify the Certificate Chain 
1. To verify the chain, double-click the imported certificate. In this example 

SCS8.vprodemo.com issued by Entrust. 
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2. In the Certificate Information menu, confirm that there are no errors. Check that the 
private key corresponds to the certificate. Click the Details tab. 
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3. From the Details menu, select Subject and then verify the OU of “Intel(R) Client 
Setup Certificate” is present.  Click the Certificate Path tab. 
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4. Check that the certificate is mapped to the intermediate Certificate Authorities as 
shown. Double-click on the root cert Entrust Certificate Authority (2048). 

 
5. Verify there are no errors with the root certificate and then click Details. 
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6. In the Details tab, scroll down and highlight the Thumbprint field. The number 
must match what is shown below. 

 

This Intel AMT setup and configuration certificate can now be used with the Intel SCS 
remote configuration service (RCS) for remote configuration and maintenance of PCs 
with Intel AMT. 
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6 Verify that it Works 

To verify that the certificate works in your environment, create a test environment 
with one or more Intel AMT capable PCs that have not previously been setup and 
configured.  Follow the instruction in the Intel SCS documentation to try Host Based 
Configuration in Admin Control mode.  If successful, then your certificate is installed 
correctly. 

If you purchased a wildcard or UCC certificate, then you should repeat the tests in the 
other domains/subdomains. 
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