This Technical Advisory describes an issue which may or may not affect the customer’s product
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Fail to launch remote Keyboard Video Mouse(KVM) and Serial Over
Lan(SOL) due to JAVA certificate is expired

Affected Products

Product Type Product Name MM#
BBS2600BPB 948899

BBS2600BPQ 948900

BBS2600BPS 952609

S2600WFO 952644

S2600WFQ 952645

Intel® Server Board S2600WET 952641
S2600STB 957180

S2600STQ 957318

BBS2600STB 959820

BBS2600STQ 959727

HNS2600BPB 976668

HNS2600BPQ 976669

HNS2600BPS 976670

HNS2600BPB24 976671

Intel® Compute Module HNS2600BPQ24 976675
HNS2600BPS24 976676

HNS2600BPBLC 961401

HNS2600BPBLC24 977207

R1304WF0YS 952626

R1304WFTYS 952625

R1208WFTYS 952627

R2308WFTZS 952631

R2208WF0ZS 952629

R2208WFTZS 952628

Intel® Server System R2208WFQZS 952637
R2312WFONP 955876

R2312WFTZS 952632

R2312WFQZS 955877

R2224WFQZS 955875

R2224WFTZS 952633

Description

Intel has received some reports from customers of remote KVM and SOL launch problem via Embedded Web server(EWS) on the
identified affected products, the symptom is an error from Java indicating the application cannot be launched because the signing
certificate in the Baseboard Management Controller(BMC) firmware 1.43.660a4315 or older version has expired until April 2018.
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Root Cause

The certificate used to sign the Java applications in the BMC firmware 1.43.660a4315 or older version was expired until April 2018.
This certificate is created by Intel code sign(ECSS) tools, which has one signing process problem and didn’t create expected
certificate with enough valid time frame, the BMC firmware 1.43.660a4315 or older version is using this certificate, then you can’t
launch remote KVM or SOL after April 2018.

Workaround

Our customers can add the BMC IP addresses or hostnames to our Java security exception list in the Java Console (javaws -viewer,
navigate to the Security Tab, Exception Site List, Edit Site List). If a large number of exceptions need to be added, this can be
simplified by editing the exception file directly (outside of the Java console). On Linux systems you can edit the file
$HOME/.java/deployment/security/exception.sites. On Windows, edit %appdata%\Sun\Java\Deployment\security\exception.sites

Corrective Action

The new certificate will be included to the future release package, also Intel provides point release for short term solution. The point
release package containing new certificate are located at the following pages:

For systems based on the Intel® Server Board S2600BP family, the platform firmware package is available here, and is "
00.01.0013; 1.43.91f76955 "
- SUP (EFI Shell) https://downloadcenter.intel.com/download/27791

Recommended Customer Action

Intel recommends that customers impacted by this Technical Advisory implement upgrade to the latest firmware release for your
specific platform as previously indicated. In the Corrective Actions section. Contact your Intel Support representative for details of
the release and schedule.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED,
BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS
PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER
AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING
LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY
PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal injury or
death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL
INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND
EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES
ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY
WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE
DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the absence or
characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition and shall have no
responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The information here is subject to change without
notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to deviate from
published specifications. Current characterized errata are available on request.

Intel Corporation

Copyright © 2018 Intel Corporation. * Other names and brands may be claimed as the property of others.



https://downloadcenter.intel.com/download/27791



