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Z4F/R® Endpoint Management Assistant ( 34¥/R® EMA ) 2—MWRENAERF, SiRMT —MEENSEREER
RERF SMERRA N IE R EFAF/R® vPro® FFERIIRE., RE/R® EMA BEREF/R® THEERARS FRENER,

DUE 1T ARBT DB E 7 REFR® vPro® FERARNIRE, MASPITERE, IR, XEKTEAEE, TN
BT 1T ARNEERA.

RER EMA RHEEEG BT REAE R LR R EMERER/R® THEBRARRENEN, HITRETERMR
ENERBRAR. MREE:

o FHFR EMA FTDIFEREFR® vPro® T & LR EMERRER® TMERKRARRITHIMEGRER

o BRIERRBITH, EHF/R®EMA AIEREETREMAEREIEES/R® vPro® &8 LHRBIERFR® EME
R AREF/R® vPro® FA L BB RS

o H4FREMA JREEARHE =S
o EUFERZEER EMA WRER P REZET AP AR ZREF/R EMA ThEE

AR T AR RIS T ERIEPREENR EMARNEMPZR, ANABTHRERLRAMEN —LEARRKE,
AXHEHERRTHRE. MEIMIBIEEDNR, F—ERRESEFREFIFMRHSLHRERFR EMA FTERAEIREM
[iTh=H

RPN EFEARESEER—ATTEN (HEBN ) LRRSEEFFR EMA BRS284A4 ( B Swarm ARS5E8.
Ajax [RE8RE ), BEAXEERUENES, HEER—AITEN L RESIBAHN, TEEFEALIRAEIIERE,
Alt, HLRIEPEREESHFHIIERN, NEMANSIES/R EMA [RSB[AGMTENRSH IP 1k
FQDN, #H, BREENTHTREEMIRSEZNERE,

BXAREMNRE, RENEEHRH (BEENZE2IRE ), 5215 ( BE/R® EMA IRES[/REMAIFIEE ) M

{ ZEH/R° EMA EBFNERIEE ) .
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2 STIFHIRIER S

YERMIIR ATER, TRF/R® EMA RIBRIDIRRAENTIRIER S L:
« Microsoft Windows 10
« Microsoft Windows 11

A MAENTRMER A L RRERR EMA BRSS2%:

« Microsoft Windows Server 2019 (3¥&: getPFX APl Z3K7E Windows Server 2019 E S ARA L3
FRF/R EMA RSS2% )

o Microsoft Windows Server 2022 ( 3¥&: Windows Server 2022 F£EAZAE4S/R ME 11 2400153 )
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3 BRARFH

X EIRERER® EMA BRSBATERSTREGHNIIR,

3.1 i8N

BB BB NN RESRER T ENEEMN. FREXEREMISHRATESIBRIERERIE,
2 MNEE/RC Eog° A IESR, 16 412, 24 GBRAM, 1 TB & WEBENAERMIERT 20k KEE,

3.2 BRIEES

EEHAXFNRIERS, £2 1.

ZiEl, AR EMA FREERRMZR. BIERAATEEBGRIE-EE Windows BRIES, RiE-EERFESHEM
HE-EERK (5 Windows ERIESEA )

3.3 HIERE

3% Microsoft SQL Server*, 1ZHUEEEF INEMLE EWRMRSEE Li51T, HATMNESERIR EMA IRS3ERME

4 EiB1T, FIANERFNXER, MBRELRTSRINEE, NWAIBUER Microsoft SQL Server Express RrRA, Xt

B, HANTZEMER Microsoft SQL Server Enterprise, HEEBZRE. EEFMER SQL F Active Directory A3, 5C
iR ( WNREA 802.1x ) 6

BERT: HTRANTER2ME, BVUFR Microsoft SQL Server Enterprise 38 A EBEIRMNE", B,
EiE Windows SQIIFEI RN SO IIFEL,

« 2#F Microsoft SQL Server 2017, 2019 #1 2022 ( {RFREXFIBERRA ) o

« iB1T SQL Server Wt ENMNRIERADAES T IFNRIERFRA, FEAMAEEEIE-EE
Windows BRIES. RiE-EERZFKIESHEMIIE-EEKRN (5 Windows BRIBESE ) , 155813
TIRFMIRIERSA, F2 1,

« SQL Server FHEFEMME X FIIZE ) SQL_Latin1_General_CP1_CI_AS,

o TRfR7 SQL Server SR EBHER (CPU. WFE. BSESE ) . MBEW SQL Server BRENSH
iR, ERERIETEEBRIINEECER, MRTRE, BuESERRXM Program Files
(x86)\Intel\Platform Manager\EmaLogs 4IRS 23 A EX P ERIE N T 53R G RIEEE
%, fAEEEETNERER.

o %R EMA 7E SQL Server H{EREMBRIRIK D EIREEZEUR, ZINBEEKTE SQL Server HiGH
“Service Broker", MR T Service Broker, #ISEFERFEX 1 Program Files
(x86)\Intel\Platform Manager\EmaLogs FHIAHRS A EX R ERISIHEXNES,

o WRAZRIEDTER SQL SHRIE, WHRERHEMNMBEEEZFNFHR, —NFHFREEHNREARLN
WA, AFRELEE, »—1"FHEEARER EMA RSERNONRENOKE, BFEREST
[EihlaEURERE.

o TEREEF/REMA 21, i5fR SQL Server LEE— MK, JAF/R EMA LERRF AT FERIZMA
YEEZ SQL Server HEIZER/R EMA BUEE. MRERE SQL BURESIER (SQL DBA), BEHR
SQL DBA DB, EREFE/R EMA ZHl, KPS AEE, RAERESERSEREEE
SQL E#ZEMF, LEikP R E Windows B3I8IE ™A Windows TP, & SQL B{R3E1IIE ™A SQL
WA, LEsh, SQL WP MELEERIABIRE., ERIABURER DR SQL RS2 FHEMIERIEE. &
EEABURERE, DUERIS/R EMA ZRER T BIAEERN SQL Mk /A PEEEE L SQL lREBBAE
BB EE,
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o MEREFF/REMA ZHI, BRFEFR EMA SQL EEZRFEDE T OIEEUEEN SQL kP EE
sysadmin R ( ATBUA IS BRAR At B HeIERm, ) , FEZLDBA dbcreator R, METE!
B, BUARBREMBIEE, S, ZKPOREERIRELSINAE do_owner. db_datawriter
db_datareader, EEE&E"sysadmin"f{fR, 78X SQL PRBZJCIZEF A IS APPPOOL\\
DefaultAppPool\" ( MIREREFE ) . WREEEFE, B EEERIZKS B FEE/R EMA Mis#)
IS AR, BAATERIIF/R EMA BURE, EZETETRENABRE " dbereator”, 1BIEHE,
NERS/R EMA REIEP A FE sysadmin"g "dbcreator" R, &fa, EBOTEEL/R EMA B
EHF#EY“SUBSCRIBE QUERY NOTIFICATIONS"RIAN R,

BERR: NREREE sysadmin"fNRIZY SQL EEKF, ZRMIGHINTE, BaBmS
FoSEBIEE £3R IS APPPOOL A FHEXMEIR, MRIBRERE sysadmin"ifRIZF SQL &=k
P, NRwRERIRSTHEE SOL [RS[LEFEBLAR, MNEXRYFR EMA EELE,

BXENXUEARMNACHFAER, BSH1.17 1,

3.4 & F Microsoft Azure AD BRIz 31K EA

WNBRRITEAEIA Microsoft Azure AD BRI L ERE/R EMA, 1I5ERB TEMNSE, DUEREF/R EMA GBS INER
B Azure AD IME, EMTBWRAERRER/R EMA ZRITXLESE, BABTNERREBRNT, BEELERM
A PHERTEMIR EMA 81E, BEZEI7E Azure AD FHITREES R Y FEILIE R 422,

ER: EEAER Azure AD SHIIERIZER/R EMA SEHIARSTR MBI AZSMBN A28 REST API #4T1
ABREHEIE, FREPRSESXLEES LAUTHN—HEALR. NMREREEASEAREER EMA
API RN A2 EIRMIA, BERITEFERE ZAWIEEI1EEREMER Azure AD SHIIE,

1. TR Azure AD AP (1B ER, X5RF/REMAERPTRE ) P, SIE—NHHONEEM. LN ERFR
EMA ZEEFES52ZXKE, MEFR EMARKBIMNAS Azure AD #TRE, MNIRIRER.
a. %3 Azure Active Directory > App Registration, /3 8I32FTHIN M.

b. Supported account types ( # R ) #7712 Accounts in this organizational directory only,
c. BLE Redirect URI, %1 Web fEAEA.,
d

. B\ https://<EMA FQDN or IP>/api/latest/azurelLogin {EA Redirect URI & (i5*E, It URI
X/ARNE ),

2. TEEDEML M Certificates & Secrets B9, RINEFNEAIHZRA:
a. AHEEFIRZREN, BCRZBHENE, BEAERBI—R, EREES/R EMA N Web RSB
B, BEEFRZENEREHTES., FRELSBEENRE,

b. BEFFIHFHANZEAEE, B8, HHIPZH, SEEEFNEPIRSE, FEHRERR
EMA i) Web BRSBZBIRE,

3. EFCEMMN AR APl permissions 384>, INATEHIAR:
a. JERIRERT Microsoft Graph K "Delegated" WREEEFE, HHESE “User.Read” FR,

b. ZRINERF Microsoft Graph HItNIR, {FHER “Application” £BUH] "User.Read.All" AR,
c. Hi Grant admin consent DUZFiXLE API AR,

4. HERFHEMN AL Overview 2%, HE#I/ATRE Azure AD Directory (#8F ) ID. Azure AD MR ( &ZF
it ) ID, AR 2 HItIZEA Azure AD BERIRFAE, ERSBUOBRER, FRAXLEWEE/R EMA K
Web IRZ2SHITECE, WS 4.1.10 HHR,

3.5 MnfiRs32%

H4%/R EMA £ Microsoft Internet Information Server (1S), {ER &R IS 10 KRA,

A BFF IS £2% IS URL Rewrite Module, MNRBXRE, H4F/REMA RIREMIHIRE, DMINIREAMBR IS RS
BRARAR, LI, ESEREIRM HSTS FR. 4§ Cookie Y SameSite BHIRE N strict, M HTTP BMEEEE!
HTTPS, MRKRZER, WASMAXLEGZE,
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FE: MRERIEIS, BREZARR“Anonymous " l“Windows" Z IMUIFFE BB IRIESE ( MR /E B X M
5% ) . XIEAF Windows SHIRIFET,

0 Authentication

Group by: No Grouping b

Name Status Response Type
Anonymous Authentication Enabled

ASP.NET Impersonation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge

3.6 HIF/R° EMEERA PKIED

BFRENEEFAEERBFHER (ACM) Rt EXREFHSEENBHANS BARES REMEBRRE AR SIS
EERIER, ERBXHEEEEREMNIERE. i, TEEAEHAHS TN OID 2.16.840.1.113741.1.2.3 ( X2
M—RREREDEEZAROID),

FE: NEE/RME 15 R4, SEESRENEERA PKIIEBSERRERYT SHAT RIEBHANNF
2048 B RSA ZHAMITHF,

3.7 Microsoft .NET {E22kR &

HHE/R EMA BRS 28304 Microsoft NET Framework 4.8 &, R{ERFANTEE Microsoft NET Framework
4.8 FEZHRA, MNERAKREZI NET Framework 4.8 HEShRAK, NMFEK/R EMA ZEEREER—MTEE, BRE
T#HFZZEE NET Framework 4.8 3178,

3.8 BHNIE

oA 2 WAE A RE AR A AR AR OUR AR O 7T A T3, Windows A ERIBE AR AT AT IS

3.9 M

ARFEITED, BIEERTES MG ZEHTEEHNE (ENEB IP L) . MEEZFENSZZ FQDN, NE

EIRRIZIE R HMLEHR DNS RS23ET, MEREE DNS fRSE:, WERRIREPNFEREER IP tblt, #FiRME

& /1P #HPR SEBERER EMA IRETEER BT, AR MRS [EMIES, WREM Active Directory, EfR
a8 ( BEREAHFERMNITEN ) #5F Active Directory AR,

FTiZeRY FQDN #0/3X IP tthilt A F &M BER:

o Swarm RSS2 H% 2R FQDN/IP it 2R AR EREX4PRENMUE, AF5EICE.
EH/REM BB ARFZESF/R® Standard Manageability &,

+ Ajax & Web BR5323 /2 119188 FQDN/IP it B F 245K EMA £MisH HTTPS URL,
o REPRSRAEIIE FQDN/IP Mt A F & —RiIRE",

G ERREETEEN, BERRTIIE DNS PIIIEMRENT, FEREFEMM FQDN, NEERENAMURER
B ER HARSER (FI2, M DNSKR).

3.10 MLZiEA

= 1507 BFRSH[AHZEEMBIERIRSFZNERH.
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o WFELINEE/ME, AJAX IRSBAMFTEE MRS IS Swarm RSZET TCP &EH ( AiFiniE ) .

o URMH Swarm RSB I R M TCP EFHTRIE. RIEF/REDEERA (CIRA) # Swarm RSFHBIRE
B TCP E##H T8I,

+ Platform Manager RS EABE BB SR —&A1HEN LNEMRE/R EMA 4IRS H{FTESE. Platform
Manager & iz ARFEIE 22 TCP &S Platform Manager BRE #1T3HE.

x 1: RS |/MAE IO

i) i |} R&

TCP 443 HTTPS MRS 22iHA. £ Web 23 F MRS 22 2 B{EMA.

TCP 1433 SQL Server mi2iRinl, XENBFE/R EMA RS23FMAEE SQL AR388 2
EfERA, NHERR EMA RS2 SQL RE[AER—AITTEN LA
EE, X2 SQL Server EAKEIAKO,

TCP 8000 Platform Manager fR%#0 Platform Manager % Fiif < 83 T8 {5 FIEAA
TCPiHH, AN EZRIEREHILIFA,

TCP 8080t RIB, BEHAMERFRENEEFA CIRA KO, XEETEFiHRSM
THF/R EMA Swarm R 882 iE, 158 THER.

TCP 8084 Web EEMIFH, £ Web L3 MTIRS 2528 A,

TCP 8085 mEiHH, HRERHLIRSMER. NMRETE Server Settings"TIHERY
“Recovery Server"#EI~R EEXIHE, RABRTEEHKEOSE,
BESHE 1 I MR - BREEGRSEZE,

TCP 8089 FMIEF/R EMA AHIRS2ZFERF/R EMA Swarm fRZ B2 ENEE, It
HASRERIARAS, AIMNE'RZSIEB TITETER, BESHE 1 710
‘R - BB HIRBEHEE",

TCP 8092 Ajax BEARSS 2R ARMITARALEBENRO, tikAS22KIAL
A2, AME'RSSHEE TTEARENR. 5SS 1 TR MR - BAG
RSB E",

TCP 8093 Swarm ARS8 ASRMIIF N ERAALHEBENIR O, ikAS2EIARA
S, INE RSB TIEPHETENR. 1ESHEE 1 T MR - BLLA
HIRSBEIRE",

TCP 8094 Al EEMAMIRS AR IFAEAGRBENRA, ix0S22RIAE
A2, AME'RSSFHEE" TTEARENR., 5SS 1 TR MR - BAHt
RSB E",

TCP 8095 RS AR S 23 A SRR N EBLA A EBE IR . iR O S 2 IAIR
A2, AME'RSSRHEE TTEARENR. 5SS 1 TR MR - BAH
RSB E",

LDAPS/LDAP 636/389 LDAPS Z2i%O 2 636, fRERIERS LDAP iHAR 389, XLEHART
Active Directory #1/5f 802.1x it &.

BHER (Z2/IERE) |3269/3268 |Z% (3269) MIEZ = (3268) 2F4m=inH., XLimHA BT Active

Directory #1/3% 802.1x B2 &.

MERT BRI M B4 /R EDN BIBR AR CIRA B F T Z45/R EMA RS RO,

1. ELAHHERLE, SIBEERAMUBEATIKA (520 8081 ) IRMEIFlK Swarm BRS528IKH 8080, BER,
Swarm fRS32RDEMITERA 8080, EXEMALUAIMEMLZIRERMIKA,
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2. HEREEMIRSSR L, BIRSRIZE ciraserver_port M 8080 EXUAATENIFD ( FELLRBIFA 8081) ,
BIEHEFEHATEEMLRSSE, AXENEER EMA AHRSRIRENIER, BSHE 1 T1HS - B54A
HIRSBIEE",

3. WFMTIRSR/IZE, BEIRSZRIZE SwarmServerPort M 8080 EXUCHFIEMH O, SIEXRES IS A
B8, EXEMEGS/R EMA AHRSBSENEE, BSA%E 1 TR - SREAHRSIEE".

4. BIB—IENIRSRAE (IBFE, IERSEETREGHN SwarmServerPort 58 ) , ARBBIHEMBNZHR
imB, ARERR LEERFRENBERAR, il ( ZE/R® EMA BEIEFFEMAER ) REEXiHRENE
BMURERS FIRHESRENEERANER.
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4 ZIREH

TR

R® EMA Rs383

BRENTSREDMARMRERREKRER® EMA RS2,

4.1 IR F L2

Intel” Endpoint Management Assistant
' |
»

E Uninstall the Intel® EMA server.

) Intel® EMA Server Installer

Intel Support

A
A0

Install or update the Intel® EMA server on this machine. Using this option will also install 1S and all other
software requirements f they are not already installed.

Launch the Intel® EMA Platform Manager. This tool is used to manage the Intel® EMA server software
locally or remotely and monitor the health of the server.

BIEFRRR ZIP X, FTAXHX, ARARESE
EMAServerinstaller.exe 73i%#% Run as administrator,
MEMERBEESEE, WRREREITH, EHRRSE
KRR,

BHE EHNERARRRIRE.

FE: WEEE), 53 E Help > Intel Support

%+ Intel® EMA Setup Wizard

Welcome

Welcome to Intel® EMA setup and update wizard. Use this tool to

ingtall or update the Intel® EMA server on this machine. If the
latest version of Intel® EMA is installed, this will net alter existing
data or settings.

Waming
) 1IS will be installed and any content in the system
drive:hinetpubwwwroot folder will be overwritten
.
Please back up any files in that folder before starting

Back

EH WTFERRE, MRRERRTIE, WK
R EMA 1% & B 245 MIER c:\inetpub\wwwroot X4
KPEWFERE., ERERETEZH, BRES
DA S ER

MZ BIVZESF/R EMA lRAEFAT, XERER, R
E IS SBEBEBHNEIAME, BF“Welcome"RE
LB Next RERIETIE, BRIFAINAT, ESF
A DA4REE,

BFH“Welcome"[RE LM Next BLEEREETIE,

K
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4.1.1 [RSR[ENEE

Lt Intel® EMA Setup Wizard

Server Host Configuration

~

LAL |

Installation Type

Select the type of installation you are performing.

O Initial Install for Distri Server (R
Recommended for production deployments. Can run on a
single server and later be extended to additional servers
for scale or redundancy.

(C) Additional Server Install for Distributed Server

Configures an additional server with Swarm and./or
Web & Ajax Server components.

() Standard Install for Single Server

All server components live on a single server. Cannot be
changed after instaliation. Intended for non-production

Back Next

SRS RRBNMAERR

RSB EN L ERE—NHZS RS 2R
8¢, HERBMERADT Additional
Server Install ETEH MRS 21T EN L
TIRAGREMSEB,

HE: MREEE—&ITEN LRE
LAY, WABERNT
Additional Server Install E¥54
HPE,

4.1.2 BIERERE

e

Database Setup

e

3 i

This application integrates with Microsoft SQL Server, and can
connect to the database wsing Windows Authentication or SGL
Authentication,

I you select SGL Authentication, two database accounts will be
nieeded: one for the installer which requires DB Owner
pemissions, and one for the Intel® EMA Services, which allows
the DB service to be run with lesser privileges

F you sslect Windows Authentication, the account you are using
1o install EMA will need sufficient permissions to create the
Database and obiects within. If you select Advanced mode, you
will be asked to provide 2 connection stnings. One for installation
and a second one for postnstalation database access

Futhertication Type  Advanced Mode bt

Back

BERESHRIERE: Windows SHIIE. SQL H4H%
I ERERN,

B ATRERN, B Windows B KIEE
AT SQL SHKIE. WREM SQL BHRIE, N
WIE SRR SQL IRS[FIRE T BinER.

K

i

R
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:.f-

Database Setup

Erter the FQDMN/IP address of the database server and database
name. Connection will be verdfied before continuing.
—
——
3 Database Server ASCLExpress
—d Database Mame EMADat abase
Back | Memt

WNEREIE Windows BSIRIE, MZRZEATRRIM IS BT
SQL Server 1T B HIIEH IR EURRE,

EEEERIEFENRSR, ERERRTFERROEERFR
5. BXIFAER, BSE SQL TR,

R EMA RETHKE, AT Windows BRS5IRE
BB REAEERRSNRSIRE, NMENATFIHIN
HIRERIKP,

:‘:

Database Setup

Enter the FQDN/IP address of the database server and database
name. If using SQL authentication. enter a valid usemame and

— password. Connection will be vesified before continuing
-——
Database Server ASOLExpress
< Database Name EMADatabase
Instaler SQL Authentication
Usemame
Password
“__s EMA Service SOL Authentication

Usamame

Passwond

e
Y

Database Setup
For advanced installation mode. t's required to provide database

connection strings for installer and Service users. The connection

— will be verfied before continuing.

) |

15

S -

Installer Connection String

Data Source=_Iniial Catalog=EMADatabase integrated Securit
EMA Service Connection String

Data Source=_Intial Catalog=EMADastabase Integrated Securt

MRS SQL SHBIENBREN, NEZHMANFAZIE

o RAEERMTHRRISIEXF A
o —PMKPHZRERER, ER
db_owner. sysadmin 5 db_
creator R,

o — KPR EMA IRBERSE
BER, MENBRENRIETSIRE
BRSS.

o IR LE IS R B K
/R EMA BUBFERINUR, #
BPHNBURERESE. A
BIEMRSEEHMIT
PR

. MBEEERREMARSER
KMk P #%¥ sysadmin A€,
BREBRT ZAE, WX
BIRERIRRNRRERBEE
o

o WNSREMM SQL Server 5HE4F/R® EMA &
RER—BHEN L, WATLER
localhost,

o WRFEAMIRITIE SQL Server, BRA
1S BRIAR FREFHIRE T SQL Server kP
DU T,

SQL SH%IE:

o EEEEBIEFENRSSR, ERERRTFERZRD
EEFRSR. BXFAER, ES%E SQL K,

o EERRTRZEUEER SQL Server 1P, UK

K
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ZHF/R EMA RS ERE TG B TR EREEN
LV

2RIE:
. BERNTBEEXHIEEEEZEZRS. — 2K EH
FREHEE, —NERHBEMESR EMA RSERX
H/R EMA REZEFER.

EXEEFNENESER, BESH
https://docs.microsoft.com/zh-
cn/dotnet/framework/data/adonet/connection-string-
syntax, EER, FRIR® EMA ] 8ERZIFIL o1 mE _ERIER
v IR

FER: 28“MultipleActiveResultSets=True" 2%
. BXEZER, ESH
https://docs.microsoft.com/en-
us/dotnet/framework/data/adonet/sgl/enabling-
multiple-active-result-sets,

ERFRHEEIMEHEME
c:\Program Files (x86)\Intel\Platform Manager
\Runtime\MeshSettings\connections.config &,

BERT: MREBZRSHURS[IEN, BEX
LREXERFNRENR XA HRE, UE
REHARSS IR ER,

AR AARESETERER, BERRNE
hIEREX—ER.

4.1.3 GiEIERER

Load Balancer Information

N 2 Identty mode Use FQDN only

Swarm Server Load Balancer
FQDN
IP Address

invalid FQDN

i A

[ Back

% Intel® EMA Setup Wizard X

M FE{HEN:

+ Use FQDN only: {Xf£F FQDN &gk, A
BN TS IRYTE FQDN,

« Use FQDN first: {#Ff FQDN &BiEsk, Bt
DUBT IP il a3k My,
« Use IP address: {X{EH IP it {bIBIER
A
o FRERRENEERAN—BIREINAET
EZEN FQDN, MREITEHERA—RBIRE
IhEE, MZHINTEER FQDN (server_
name.domain), MAMUXEENSB, It
g, MMBREHRER—BRE, BDEE
Use IP Address,
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https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/connection-string-syntax
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/connection-string-syntax
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/connection-string-syntax
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/enabling-multiple-active-result-sets
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/enabling-multiple-active-result-sets
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/enabling-multiple-active-result-sets

o REFREMERRARMKI DNS RN
TA2EN. NREFEX RS IRER FIR/E
ME#R, A2 DNS mIfi#iT FQDN, NI
FRENERZARZIZERIIBETRETIALE
BT,

I Swarm BRS23H 51 5 19%723H9 FQDN /3¢ IP
Address ( Bif&, BURAFHHER ),

FR: NREAR-AUEN (U VM) L2RE
EBIEAFR EMA IR 2334AH, WMANEERR LRX
FRF/R EMA B9 EMNEL VM B FQDN F1/3 IP
tﬂgt.”:o

5% Intel® EMA Setup Wizard X

Load Balancer Information

T T— N Ajax RS 23 M T1ARS 234 ( 2iEIF Same as
R Swarm Server ) HI5 &P #2389 FQDN 1/ IP

M : b Identty mode e FQD! Address ( &, BURFEHNHIER) .

Ajax & Web Server Load Balancer

() Same as Swarm Server

FQDN I

IP Address

nvalid FGDN

Al

Back

L% Intel® EMA Setup Wizard G

MNRE RS 2RAH ( HEFE Same as Swarm Server )
M5 Eit%25H0 FQDN #1/3 IP Address ( k@&, BUR

Select the load balancer forthe Swam, Ajax, Web Server and =t
Bl ) Recovery Server components $§'1ﬁ$;it ) o

Load Balancer Information

Recovery Server Load Balancer
Same as Swam Server

FQDN

IP Address

invalid FQDN

‘. Back

FE: WMEMRERE/Windows B{RIIFIET (Kerberos), MEE A 3F Ajax F1 M T1ARSS 2800 /2 5 T 472818
BRSEAREFR (SPN),

FR/R® EMA RENITHER - 2024 £ 1 B 10 HEH#=
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4.1.4 EFRERIRS ZAH

Server Components to Deploy

Select the server components to deploy on this server.
Mote: These can be removed at a later time using EMA
Flatform Manager

[ Swam Server Component

LLL |

[ Ajax & Web Server Components
[ Recovery Server Companent
[] Manageability Server Component

Naote: Can only run on one server in a distibuted
architecture.

Server IP Address

Back MNext

IEEER RSB EN LEEMNRS2RAH, RABRIE
IARSS 22 EHLM IP Address ( BIAER FEBWF
B’

HE: RE-AIHENATNEBTAEEERSRAE
.

4.1.5 Platform Manager Bt &

Install Platform Manager

Intel® EMA uses a server management tool called Platform
Manager. Enter the server port to use for this software.

i

Platform Manager Settings

=
=

Extemal Port 8000 =

Back Next

External Port 7E b 5E45/R EMA RS 2% LIBITHIZRAF/R®
EMA Platform Manager RSS2 REEE/R EMA

Platform Manager & iRk AZRFHERE, BEREEEN
RO EEMMERITH,

TEEEEN TRELRR.

4.1.6 AR B{R8IE

EREREERAMEHRIES.
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4.1.6.1 AKitkP

5 Intel® EMA Setup Wizard k4

User Authentication Type

This server has been detected to be part of a domain. Select
. what type of user authentication will be used on this server. f
£ domain authentication is used, the cumertly logged in user will be
the first global administrator.

User Authentication

B— 1T AERA P EER.
XERERIRENRINRE, X
ZBR,

ot

R IREIR Use local accounts, BRATLF/R® EMA 5%

SRRENEFETRHAS/

LLL

User Identity

Use local accounts

Back

Next

4.1.6.2 1 B{pI8IE

Site Administrator

¥ Intel® EMA Setup Wizard
User Authentication Type
This server has been detected to be part of a domain. Select
> what type of user authentication will be used on this server. f
- domain authentication is used, enter the domain/usemame of the
v ) site administrator.
v User Authentication
= User Identty Use domain authentication v

— |

Back Next

WNRIEFIBRS2ZE M Active Directory i3, MIATLA%ERR Use
domain authentication,
LAIERNAPEENN2EEEA"AERMEIZER/R EMA (&
EMREPERAEREER"),

4.1.6.3 Azure Active Directory B{338iiF

¥ Intel® EMA Setup Wizard

User Authentication Type

User Authentication
User Idertity

LK

This server has been detected to be part of a domain. Select

what type of user authentication will be used on this server. f
-l domain authentication is used, the cumently logged in user will be
the first global administrator.

Use Azure AD authertication ~

Back MNext

WMERIRM IT IREE S Azure Active Directory, NATBLERR Use
Azure AD Authentication, It ETFAFERBANE— N 2BEERMH
EkPHARZMER, Azure Active Directory R EEBSILM
F. RERER, BONERLKAERIMEEEENAR, BEY
FiiF Azure Active Directory H,
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4.1.7 2RERBAKPIRE

5 Intel® EMA Setup Wizard b4

Global Administrator Account Setup

WREEHARSHRIBERE T “E@KF "= "Azure AD &
PIRIE", MiZMFRHIFIgERRE, WREREKA,
N EBTRERFNAPRAIZERERR,

O Mo

b

Back Next

The Global Administrator account is used to configure system
o settings and manage tenants and their users. E%: LZ‘?ﬁDl%?EMfFﬂﬂiﬂ: ( El] name@domain )
—'1 e E"Jﬂgitﬁ)\ Name ?E’Xlo
- lobal Administrator
| Name | |
- — | | ||Global Administrator: WtFSEEBRITRAER. BF
Corfim passwrd | | |[BBEMBRSEBEE, ABTRTIREER, 1 Azure AD
Kigh, SEFERAKFREE 4.1.10 THNERREE
FRR EMA,
Back
4.1.8 5BH%
53 Intel® EMA Setup Wizard x ||EL R L %EE No,
Finishing Up...
Are you planning on adding more servers?
: ) () Yes (Additional Steps Required)
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4.1.9 HE

X Intel® EMA Setup Wizard x ||BEEERNREEE, ABET Install,
& it S ; 4 SR R Bk S e
Review Installation Settings ’{‘J‘;{Wﬁﬁﬁ% ﬁ‘ﬁﬁg WIndOWS j'#F, /n\E;{W*ﬁd\ EMA
L/LL: N =
tne el sengs blom ik PeAte b
insalation. BEERT: ARRTHZA, B2PLEIEHZE
Server Settings %EEEII-%O 7[:3'2'1%32%@/&0
i |Database Server- SEE. A -
" |Database Name: EMADatabase RENRSETAEREEFEIRBNER, REBELEE
Swarm load balancer hostname A————————— Fﬁ ﬁ%ﬁ'jlﬁ
| s Ajex load balancer hostname : {iiniiniiy g&ﬁ%&ﬁ%&lm$\ﬁ§ E ILAI{"‘F 'L%E%fﬁ File > Advanced
d Server componets to deploy: v MOde° gigﬂj%%%;ﬁ’ 'lﬁﬁ)’}'\%fﬁ Flle > Advanced
' Mode,
TG, BAINESERER EMA REEFHER N 4R H
o 6 & HEX 4 EMALog-Intel°’EMAInstaller.txt,

FE: LICEEIT AN SQL Server B2BiTiE 2 SQL Server #{T&R%, REAEXETRHESHMUTES,
BT ImiE SQL Server AT, TUZRRIGEHE., BEAM SQL Server ZEEAT, ERFEKPIRE A A IS
ZRINRL IR it s,

EVENT: DbWarning, ExecuteNonQuerySafe warning: CREATE LOGIN [IIS APPPOOL\DefaultAppPool]
FROM WINDOWS() - System.Data.SqlClient.SqlException (©x80131904): User does not have
permission to perform this action.

4.1.10 {&X Azure AD IR RIgH
@ FE: (NYEER Azure AD SHRIFER TR THE/REMA B, 7EERTXLESE,

ERE/R EMA FHPREM“Server Settings" &K ERT U TS T, DASHITIRELSE, SA T Azure AD &
PR R INEEE P,

1. FRMKBEBEERER (root GA) A R E R P A ZBEREIEERR EMA,
2. 23 "Server Settings" TiH, AKE Web fRZRE.

3. FREHES 3.4 THERFHREFMME, %N Azure AD Directory (tenant) ID. Azure AD Application
(client) ID #0 Azure AD Client Secret Value,

7E&: {#H Save and Sync Web Settings {2 EH MM RS . HE, EAILUSTREF/R® EMA 2312
F? EMAServerinstaller.exe ( LBIBRBHIETT ) , FHIREEZPIEIF Settings > Sync Web Server
Settings.

LHXGEFHE, RR/R EMA IRSBSFEHTINE, RIUAET K INEREE Azure AD IR,
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SEREREELAM

REFRCEMARNZREEANTHATERER. BAMARA,
BERER/R EMA, BT TRE:
1. ARSI ASMEIZEIEEERN FQDN/ENE,

2. BERTIEL, BNZBEEEANARE (HIa: BFER4i ) FH2m,
= FE: NRIEETHSHRIE, KENEREEEER"Overview TiH.,

3. 7f Overview TIHEEERHI Getting Started T, B View Getting Started tips.

4. 7f Getting started T £, ZIBLSE (#ZIAR ) Create a Tenant. Add a Tenant Administrator, /5
Add Additional Users (MIREE ) . FEE, BOANBEENSMPZVSIE- MR ERR, 288
BRIENTHEAFNITFSES.

EH
B, 1BRE Overview TEATAEM=FHNARE, AFEEF Log out,
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6 AR EMiF R CIEERE

AT BUMAAERER® EMA RS2 LiREHE P TEZE MR PR RER EMA RIZEEZEERR AR,
AR BTN ERHPEER"BFNNAPSHEREIERR EMA RS, TRITATHNSE,

BEERER/R EMA, FRITUTRIE:
. ITHNS SR SMEIRSS R LR HAEEER FQDN/EHNA.
2. AERNEL, MNEFEERAFPNARSE (BIBEFHRMaI ) ZE,

6.1 BI2IENIR R

1. MNEMBSHZF%ERE Endpoint Groups, AE1%#F New Endpoint Group,
2. EERFERHEFZATNIHESNEEN Group Policy INEE,
3. B Generate agent installation files,

Endpoint Group Setup

Define the policy and enable Intel® AMT auto-setup (optional) -- for a group of endpoints.

@ Define the group

o Create a new group Save & Intel® AMT autosetup
Group Name Password (required to change the policy later)
|new group ‘ .......
Group Description
description here |' """" | |

o Group Policy
Enable Intel® EMA users with execute rights to use these capabilities on the group:

Power operations Messaging and alerts Remote control

O Wakeup M TCP traffic relay [} Remote KVM

D Sleep |:| Alert messages D Remote file access

] Turn off or restart [] console prompts [J Remote management (WMI)
[ Location information ] User Consent for In-Band KVM
|2| Peer-to-peer communication

Select all Generate agent installation files

6.2 BIENRIENXHLIBEREEIRR

1. MBETZME—TEEIRME, TMUNENNSAAZHELRES, % Endpoint Groups, ARFSEBRIHRR
{HENRI A T &L FHi%E#R Create Agent Files,

2. XF Windows 64 RSB, 155 T Download,
3. B Download DUSREVKIRERES X, SABE T Done,

FR/R® EMA RENITHER - 2024 £ 1 B 10 HEH#=
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Generate Agent Installation Files

After the files are installed on endpoints, the endpoints will
join this group:

Windows (64-hit) Service

Also download the agsg olicy file

Agent policy file

Now, go copy the agent policy file and the appropriate agent
file to each endpoint (manually or using a distribution tool).

Install the agent by running the agent as administrator for
that endpoint

Tip: keep the agent and agent policy files together. The file
names (other than the extensions) must be the same

RN EREEAEFR EMA E£F Web B9 Ul R _ERY Downloads XA, BREXMHRE—E, REH
EMNEHZIZERAERR EMA EENIRER AR,

6.3 BIRRIENRK/R® EEERABREXH

1. EEMNSHMED, %Z Endpoint Groups, AFE T Intel AMT Profiles %I+,

2. Hi5 New Intel AMT Profile, ESHNEFREMNERFAREENXNHZNBIHZEER ( “General”, “Power
States"¥ ) , RIFETE Save,

« Always Use Intel AMT CIRA - tEETUIR B FEHL CIRA Fi5, FIRL&EER CIRA ( Ft TLS k),

« Use Intel AMT CIRA unless on a specified network - &% CIRA i A FEMNE M, WRENZIE
i, NIEER TLS Ak,

o Use TLS Relay - {RfEM TLS H4% ( & CIRA ) ,

WMRIEE CIRA, BEEFENT/LR:

o HFR EMA ERBEERIEPHT CIRA BIE,

o BRTEX—TABHER. HRFRENEBRARRUFSEXHAEBMERLEAMNSE LR, RFRE
MEEFEARIZEIE CIRA FHIA TLS Fit,

AR ERHRBRENEERRBLZITH CRAKE, BFAEIZRSREMNEERREEXHRTE
“General"iRE TH CIRA AENERFRTPRANENEER, XMIENEERNIZEBESR, P
EAABH, NMERERAL CIRA EEHITAAMERIRH, MREEFEAATRRARZEER EMA
ENEEXM, WRELLENESEHRER.

o WFEARRRENEREAR 12 RESHRANRR, EATBUERRNATFREREDEBRARNCEDER
FIZHRR EMA fRSS25.

6.4 EARKR® EERRABMSE

1. %1% Enabled Si%4E, RFEZFESCHTEIER Intel® AMT profile .
2. HEREFERAM Activation Method . ERESE), 7EEH Host Based Provisioning,

3. MREEVHER"Randomize"Ei%E ( BAUIAER ) , N3N Administrator Password, RHEIANNEER
BIEEHIEE NS RA L EIFRENEEFR AP admin"PHZE, BNERERS LFABNEEAZR
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B, XETMRRE-—NMERNEERERHEENERT, HERRNEEREBASHE, WELE, W
FZ4%/R EMA AP R RIRRHENZE. BXEZER, EhHE
https://www.intel.com/content/www/us/en/support/articles/00005562 1/software/manageability-
products.html, 2 Detailed HTML APl Documentation, H7EI%23H#TH TH M Vxswagger.html
X, BE ( ZH/R° EMA API 15/ ) FI7EZ&R R AP FAE R,

4. B Save,

5. MRBEANTHREFIRE, BHENTE 6.5 THIERE, DUISRIEXHERSEEIIRR.

6.5 FRIEBERiRS

FE: EEREMA REBHAESEBRRESR LN VM fiafT, BMEAEEMBEER B2, LAN/WLAN
TSRIEfRARSIZ A IP ik, RENEMSEEFDUENFERERRENEEFAMENIEIIER, XS MK
BEEI S RENEBRRANMER R LNITH I (OOB) #IEMEEN, EXMBERT, HIFATUERRITERN
B, BHTHEE,

ERERRRARLHTRE:
1. BEAENMIEXH EMAAgent.exe 1 EMAAgent.msh MBI BTN RS L TE" U432 5 2 B il s £
45, RGP S IAE R — XK,
2. ERRAELL, IAEBEEANRNGLEN (cmd.exe), REEDMMCIEXHAERIMHRE,
3. BITUTH<LUREERR® EMA RIE,
EmaAgent.exe -fullinstall
EEE:
EmaAgent.exe -fulluninstall
EEERIERREFNEXEL:
EmaAgent.exe -?

FE: BALBETE Windows BREERH AR BT EmaAgentexe XEHER NERRSINET", BRE
REEFRIEAN GUI BT, A REEFWIEED, B 2R/EH.
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7 /R EMA [RSBREIE

AR ENTATHRNSR, BUEFAEERAFRSHBERIIZRR® EMA RS2E, AXAFRAEHNERMNR
EREEGNBEAEERARZENXS, BESHE (RE5/R° EMA EENERER ) PR BPAE",

7.1

1.
2.

3.
4.

7.2

P W=

7.3

1.
2.
3.

TR

Sl AP

EZMSAIE LI%F Users, RIEHE T User Groups JEI R,

¥#% User Groups %I, 23 New Group F#i\ Group Name # Description, fABEREREIZAR
AR A PR RIATRIAER,

FE:
. WREBEKRNBED—NEFR (RELEEER ), N New Group RHIEHER
(BFRARKE),
Description 2 EFER, EIRANZER, BETHFREFIZA,

B Members HEERERMAILAFEANAR ( HEETNHEECIER A FPRRITIIRE)
(WEBEERERARTHA ) B& Endpoint Groups, AEEFZAFPEEERGARIANEGSA,

i, e FnER A R

HEEMSHSE E3ERE Users ( 30835 Overview T1E L Users T~ Add or remove users ) ,
ERMAR, 1558E New User-,
WMANBPER, ABRE Save,

ERFAFRMBIARA, BREHRAPZLNE TELFHERE Group memberships, RFEFZAFNRE
FHA,

¥immE S B A PA

HELEMSAE L% Users, FAFE T User Groups %R,
B F B AR P AR [ TEi L Fi%1F Assign Endpoint Groups,
EXNEED, EEERHRAREXBENNIR, AFEE Save,
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8 EENHMBRNE

<Installer Directory>/EMALog-Intel°EMAInstaller.txt

ZREE

C:\Program Files (x86)\Intel\Platform Manager\Platform
Manager Server\settings.txt

% Platform Manager i &, SFHOSHNE
8.

C:\Program Files (x86)\Intel\Platform
Manager\Runtime\MeshSettings\app.config and
connections.config

BEREFERFNS (N2 ) .

C:\Program Files (x86)\Intel\Platform Manager\EMALogs
« EMALog-XXX.txt
o TraceLog-XXX.txt

BTRSFAHNES. BNS5BETFEEESRD
SHESHEINESEEER.

C:\Program Files\Intel\EMA Agent

64 (IR%/R EMA RIBXHHRRNIE,

C:\inetpub\wwwroot

IS Mk &,
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